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Setting up Authentication in Design 

Room ONE with Keycloak  
This document describes how to setup and use authentication and user management in Design 

Room ONE by means of Keycloak Integration. This functionality is provided as EXPERIMENTAL. It 

is included for users’ evaluation and feedback and is not recommended for production use. 

Please see the list of know limitations in the end of the document. 
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Keycloak Server Installation 

Downloading Keycloak 
Use the following link: 

https://downloads.jboss.org/keycloak/7.0.1/keycloak-7.0.1.zip 

Starting Keycloak Server 

Unzip the downloaded file keycloak-7.0.1.zip into an installation directory of your choice. We 

will refer to this installation directory as  KEYCLOAK_INSTALL_DIR. 

Run the standalone version of the server in KEYCLOAK_INSTALL_DIR/bin 

For Linux systems use the command: standalone.sh -b 0.0.0.0 

For Windows: standalone.bat -b 0.0.0.0 

This script uses KEYCLOAK_INSTALL_DIR/standalone/configuration/standalone.xml as 

properties input by default 

 

 
By default, Keycloak will use 8080 as an http port, 8443 as an https port and localhost as host. 

You can leave all these as is and just use the default values or change as you see fit. 

Keycloak Server Configuration 

Creating a Realm Admin 

This admin user can be thought of as a super admin with all access (realm creation, update, 

deletion, user creation, update, deletion, etc ) 

Open a browser and navigate to http://localhost:8080/auth 

https://downloads.jboss.org/keycloak/7.0.1/keycloak-7.0.1.zip
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Specify the admin credentials and press create. 

Configuring Master Realm 

Navigate to the administration console and login by clicking on the Administration Console link 

as illustrated below 

 

 
 

You will be directed to 
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After a successful login, you should a similar console: 

 
 

1. Set SSO Session Idle and SSO Session Max to 999 days 

a. Click on “Tokens” tab 
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b. Set SSO Session Idle and SSO Session Max values to 999 days. 

 

2. Ensure Access Type is set to “confidential” 

a. In the left menu, click on “Clients”, then click on “admin-cli” client 

3. Activate Service Accounts Enabled switch 

4. Press Save 

 
5. Under the Service Account Roles 

a. Add the admin role to the master service account 
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6. Click on the Settings tab, scroll down and set token to 999 days under Advanced 

Settings 

7. Click Save 

  
 



   
 

7 
 

Configuring Drone Realm 

1. Import the realm data 

a. Hover over Master in top left corner and click on Add realm 

  
 

You should see a page similar to the one below. 

 
Click on Select File and select import file at 

DR_ONE_INSTALL_DIR/DR_Install/Resources/Keycloak/drone-realm-export.json 

Then, click Create 
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Your Drone realm should be created successfully as shown below: 

 
 

2. Assign the proper theme 

a. Click on the Themes tab 
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b. Assign keycloak themes as shown below and Save. 

 
3. Setup drone_client  

a. Under Clients click on the drone_client link 
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b. Click on the Settings top menu, scroll down and add hostname or ip address 

accessible by other machines for the server Keycloak as valid redirect URIs as 

shown below. It is recommended to use lowercase letters. 

 
c. Under Installation menu, download the config file. The file will be downloaded 

as keycloak.json. Do not change the name and move the file to the 

DR_ONE_INSTALL_DIR\OnPrem_Design_Room\config folder 
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Important: After the keycloak.json file is moved, open ensure you have a valid hostname or ip-

address in your auth-server-url attribute which other machines can use to access the server 

keycloak is deployed on.  It is recommended to use lowercase letters.

 
 

Setting up Users and Roles 

Creating Users 
Before we create a user, you can notice that some roles were created by default in Keycloak 

notably the ones arrowed. 
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Note: drone_user is also a default role which means that every new user will by default inherit 

this role as shown below 

 
 

1. Create a user 
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2. Setup the user password and click Reset Password 
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Managing Access with Roles 
 

Access to designs in Design Room ONE is controlled with special attributes that can be specified 

for a role in Keycloak. The dr_can_read and dr_can_write attributes of roles give users 

respectively read and write access to specific designs. These attributes support wildcard as 

shown in the picture below. 

 

Under Roles > sample_partial_access > Attributes you can see that the dr_can_read and 

dr_can_write attributes are both set to “traffic*” which means that users or groups with this 

role will be able to read and write to all designs with names starting with “traffic”. 

 
 

To explicitly assign a role to a user, Role Mapping page under the Users left menu can be used. 
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A user can implicitly get role from the groups they belong. To assign a role to a group Role 

Mapping page under the Groups left menu can be used. 

 
 

Note: A user will inherit all the roles from the group the belong  

In the example below user Steven belongs to my_partial_access_group 
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This means user Steven automatically inherits sample_partial_access role as as it is assigned to 

the group. 

 
This results any my_partial_access_group member including user Steven being able to read 

and write all designs with names starting with “traffic” because he belongs to the group 

membership. 

 

Importing Users from Active Directory 

 

Note: The Active directory server reference is at the end of the file. 

1) Ensure you are in the Drone realm and click on User Federation left menu item 

Then select ldap from the dropdown 
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Note: We will go with basic active directory setup here. All the page options are configurable 

with tooltip information to allow for more advanced setups if one chooses to. 

2)  Set Vendor to Active Directory 

 

You should see some fields pre-filled with default values as shown below:  
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2) Set the connection url and test the connection via the Test connection button as shown 

below:  

  

3) Set the active directory users database here

  

4) Set the Active Directory (AD) admin credentials and test authentication to the AD server as 

shown below:  
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5) Leave the rest as is and scroll down and click Save, then click on Synchronize all users to 

import all existing users from AD to Keycloak  

  

  

In our case 1 user was imported from our active directory server.  

6) If we now click on the Users menu, we see our imported user.  
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7) Click on the user and observe the role mappings. The user should inherit all default roles 

(including drone_user) to have access to the Design Room ONE server  

 
 

8) You can now login into Design Room ONE with the newly created user.  

  

LDAP Directory Information Tree data reference  
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Summary: Hcl.com(organization)->users(organization unit or OU)->steven(Member of OU)  

  

Setting Up Design Room ONE Server 
Under the Master Realm> Clients> Admin-cli>Installation, copy secret key 
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Uncomment and paste the value for kc_admin_secret  in your Design Room ONE server 

configuration file (DR_ONE_INSTALL_DIR > OnPrem_Design_Room > config > server-config.json) 

as shown below: 

 
Ensure that you use “keycloak” as value for “dr_auth” to use keycloak for authentication. 

You have now successfully configured Design Room ONE. 

 

Starting the Design Room ONE server. 
Ensure Design Room ONE server is started. Navigate to your Design Room ONE installation and 

launch the dr-deploy.js script. 
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Login into the Design Room ONE server with the new user 

 

Exporting Models with Design Room ONE Integration Plugin 
Below, we will highlight the steps to login in the eclipse client once Keycloak is enabled on the 

Design Room ONE server. 

Prerequisites: 

1. Install the Design Room ONE Integration feature in your modeling software by following 

the steps in the Design Room ONE installation document 

2. Then ensure that the Design Room ONE server is started successfully. 

Right click on a project you want to export and select Export 
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Under the Modeling folder, select Design Room Model 
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Then enter the server URL for your Design Room ONE server. 
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If authentication is enabled on the server and the URL is valid, you will see the message with 

the a link to login. 
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Once you click on hyperlink here, you will be redirected to the native browser to login 

 
After a successful login, you will see the message 
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Once you go back to your modeling tool, you will see that you are logged in and can proceed to 

make your export 

 
 

To logout, you can click on the here link again and the window below will open in your native 

browser. 
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Known Limitations 
 

1. Dockerized setup instructions to be provided in a later delivery 

2. Automated export scenarios do not support authentication yet. 

3. After clicking on logout link in the exporting wizard in a modeling tool a web browser 

with a message “Login Successful” appears, the message should say “Logout Successful” 


