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About this guide

This guide describes how to install, configure, and use the IBM® DS8000® Storage
Replication Adapter.

Note: Procedures in this guide include steps and screen captures that apply when
using VMware vSphere Client. If you are using VMware vSphere Web Client,
similar steps are applicable, except the step of logging in to vSphere Client.
Procedures to which this note applies include:

* |Verifying the VMware vCenter Site Recovery Manager installation|

* |Adding an Array Manager to the VMware Site Recovery]|

+ |Filtering volumes by namg]

Who should use this guide

This guide is intended for system administrators or others who install and use the
IBM DS8000 Storage Replication Adapter.

It is important to have an understanding of the following systems:
 Storage area networks (SANs)

» DS8000 Metro Mirror/Global Mirror/Metro-Global Mirror Copy Services (for
more information, see [“Related information and publications’

* The capabilities of your storage system

Conventions used in this guide

The notices that are used in this publication highlight key information.

Note: These notices provide important tips, guidance, or advice.

Important: These notices provide information or advice that might help you avoid
inconvenient or difficult situations.

Attention: These notices indicate possible damage to programs, devices, or data.
An attention notice appears before the instruction or situation in which damage
can occur.

Related information and publications

You can find additional information and publications related to the IBM DS8000
Storage Replication Adapter at the following websites:

+ [IBM DS8000 Information Center| (http:/ /publib.boulder.ibm.com/infocenter/
dsichelp/ds8000ic)

IBM Storage Host Software Solutions Information Center|
(publib.boulder.ibm.com/infocenter /strhosts/ic/index.jsp).

VMware vCenter Site Recovery Manager Documentation| (http://
www.vmware.com/support/pubs/srm_pubs.html)

© Copyright IBM Corp. 2010, 2015 vii
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* [VMware Product Support (vmware.com/support)

* [VMware Knowledge Base| (kb.vmware.com)

+ [IBM Knowledge Center| (http:/ /www.ibm.com/support/knowledgecenter/)

Getting information, help, and service

If you need help, service, technical assistance, or seek more information about IBM
products, you can find various sources to assist you.

You can view the following websites to get information about IBM products and
services and to find the latest technical information and support:

- IBM websita (ibm.com®)

» |IBM Support Portal website| (www.ibm.com /storage /support)

* [IBM Directory of Worldwide Contacts website] (www.ibm.com /planetwide)

Ordering publications

The IBM Publications Center is a worldwide central repository for IBM product
publications and marketing materials.

The IIBM Publications Center websitel (www.ibm.com/shop/publications/order/)
offers customized search functions to help you find the publications that you need.
Some publications are available for you to view or download at no charge. You can
also order publications. The publications center displays prices in your local
currency.

Sending or posting your comments

Your feedback is important in helping to provide the most accurate and highest
quality information.

Procedure

To submit any comments about this guide:

* Go to [BM Knowledge Center| (ibm.com/support/knowledgecenter), drill down
to the relevant page, and then click the Feedback link that is located at the
bottom of the page.

By adding a comment, you accept our IBM Knowledge Center Terms of Use. Your comments entered on this IBM Knowledge Center site do not represent the
views or opinions of IBM. 1M, in its sole discretion, reserves the right to remove any comments from this site. IBM is not responsible for, and does not validate
or confirm, the correctness or accuracy of any comments you post. IBM does not endorse any of your comments. All [BM comments are provided "AS 1S” and
are not warranted by IBM in any way.

Comments (0) Add Comment

Mo Comments

The feedback form is displayed and you can use it to enter and submit your
comments privately.

* You can post a public comment on the Knowledge Center page that you are
viewing, by clicking Add Comment. For this option, you must first log in to
IBM Knowledge Center with your IBM ID.

* You can send your comments by email to [starpubs@us.ibm.com| Be sure to
include the following information:
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— Exact publication title and product version

Publication form number (for example: SC01-0001-01)

Page, table, or illustration numbers that you are commenting on
A detailed description of any information that should be changed

Note: When you send information to IBM, you grant IBM a nonexclusive right
to use or distribute the information in any way it believes appropriate without
incurring any obligation to you.

About this guide ix
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Chapter 1. Introduction

The IBM DS8000 Storage Replication Adapter (SRA) is a software add-on that
integrates with the VMware vCenter Site Recovery Manager (SRM) solution to run
failovers together with IBM DS8000 storage systems.

The IBM DS8000 SRA extends SRM capabilities to employ DS8000 replication and
mirroring as part of the SRM comprehensive Disaster Recovery Planning (DRP)
solution.

VMware administrators can automate the failover of a DS8000 system at the
protected (primary) SRM site to a DS8000 system at a recovery (secondary) SRM
site. Immediately upon failover, the VMware ESX/ESXi servers at the recovery
SRM site initiate the replicated datastores on the mirrored volumes of the recovery
DS8000 system.

When the protected site is back online, you can run failback from the recovery site
to the protected site by clicking Reprotect in the SRM.

Concept diagram

The IBM DS8000 storage system can use the IBM DS8000 SRA add-on that works
with each instance of VMware vCenter SRM (protected or recovery).

shows how the IBM DS8000 Storage Replication Adapter is integrated in a
typical VMware SRM disaster recovery solution.

”

Protected Site

SRM 1 DB

IBM DS8K Storage Replication
Adapter (SRA)

Recovery Site |
vCenter Server 2 |

Site Recovery Manager 2

IBM DS8K Storage Replication
Adapter (SRA)

Figure 1. IBM DS8000 Storage Replication Adapter and VMware SRM disaster recovery
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System requirements

2

Your system must have the listed prerequisites before you install the IBM DS8000
SRA.

For complete and up-to-date information about the IBM DS8000 SRA compatibility
and requirements, see the latest release notes.

You can obtain the latest release notes on the IIBM Storage Host Software Solutions|
|information centerl (http:/ /publib.boulder.ibm.com/infocenter/strhosts/ic).

Prerequisites:
* Uninstall any previous versions of the DS8000 SRA. See|“Uninstalling the SRA
[software” on page 11

« Feature licenses for DS8000s with FlashCopy® and Metro Mirror/Global Mirror
must be activated at both the protected and recovery sites.

e The DS8000 storage must run on microcode version 6.3.2 (DS8800) or version 7.0
and later (DS8870).

* Determine whether you want DS8000 SRA to use space-efficient (SE) volumes
during test failover operations and backup in failover operations. If so, the SE
volume feature must be enabled on the DS8000.

¢ The user name and password for both protected and recovery site DS8000
device's Hardware Management Console (HMC) must be the same.

* VMware vSphere Virtual Center Server v5.0 or later with Site Recovery Manager
5.x or later plug-in must be installed.

* Ensure that the system firewall is not blocking the Enterprise Storage Server®

Network Interface (ESSNI) port 1750 and port 1755. Otherwise, SRA fails with
an “Invalid Array ID” message.

A Fibre Channel (FC) connection must be configured between the VMware ESX
server and the DS8000 storage system.

Note:

1. For information about installing the VMware vCenter Server and Site Recovery
Manager plug-in, refer to the VMuware Site Recovery Manager Installation and
Configuration Guide.

2. See the relevant VMware documentation for information about how to install
the compatible versions of vCenter Server, Site Recovery Manager, and vSphere
Client. Also, refer to the latest installation and configuration instructions for
VMware ESX and ESXi servers.

IBM DS8000 Storage Replication Adapter
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Chapter 2. Preparation

Depending on your specific site configuration, preparation is required as described
in the following topics.

Important: When you create volumes on the recovery site, make sure that the
DS8000 has enough free space for volume creation during test failover operations.
If the recovery DS8000 has SE volume support that is enabled, the SRA creates TSE
FlashCopy target volumes during test failover operations. Before the SRA can
create SE volumes, sufficient SE storage must first be configured on the array. For
more information about SE storage configuration and SE concepts in general, see
the [DS8000 Thin Provisioning PDF| (http:/ /www.redbooks.ibm.com/redpapers/
pdfs/redp4554.pdf).

Preparing the DS8000 software environment
Before you install the DS8000 SRA, verify the software implementation.

Procedure

Complete the following steps to prepare the DS8000 storage environment:

1. Verify that the supported storage system microcode version is used. See
[“System requirements” on page 2|

2. Create appropriate-sized target volumes on the recovery (secondary) site
DS8000. Create Metro/Global Mirror relationships between the source and
target volumes.

3. Create a user on the DS8000 with the appropriate privileges for the DS8000
SRA. For non-preconfigured settings, a user with “Physical Operator” or higher
privilege is needed. For preconfigured settings, a user with “Copy Services
Operator” or higher privilege is needed.

Note: For information about user privileges, see [“Setting user privileges for SRA|
fconfigurations” on page 41.|

Verify the mirroring configuration

All DS8000 storage systems, volumes, and VMware ESX hosts at both the protected
(primary) and recovery (secondary) sites must be properly connected to their
remote counterparts. The DS8000 systems, volumes, and VMware ESX hosts must
then be configured for site mirroring.

Before you install the IBM DS8000 SRA, verify that the following prerequisites are
completed:

* The local DS8000 system at the protected (primary) site has mirroring
connectivity with the target DS8000 system at the recovery (secondary) site.

* The recovery VMware ESX/ESXi hosts are defined as DS8000 hosts at the
recovery site.

* The recovery VMware ESX/ESXi host ports are FC-zoned (Fibre Channel) with
the DS8000 storage system at the recovery site and are visible by that DS8000
storage system.

© Copyright IBM Corp. 2010, 2015 3
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* The name of each DS8000 storage system is unique on both the protected and
recovery sites.

* The storage extent pools that contain the replicated volumes at both sites have
sufficient free capacity for creating the snapshots of all replicated volumes
concurrently.

* Remote mirroring is defined for all DS8000-based volumes that you intend to
protect as part of your Disaster Recovery Plan.

* Your protected volumes are mapped to the protected VMware ESX hosts.

Note: Set HostType to VMWare when you configure host connect on DS8000. For
example:

mkhostconnect -wwname 12341234000A000F -hosttype VMWare host 1 port 1

Attention: Confirm with your storage administrator that all the requirements are
met.

Verifying the VMware vCenter SRM installation

4

Before you install the IBM DS8000 SRA, ensure that the VMware SRM is installed.
The VMware SRM must be accessible at the protected (primary) and recovery
(secondary) sites.

About this task

The following procedure includes steps and screen captures that apply when using
VMware vSphere Client. If you are using VMware vSphere Web Client, similar
steps are applicable, except the step of logging in to vSphere Client.

Procedure
1. Log in to VMware vSphere Client.
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! VMware vSphere Client

vmware

VMware vSphere”

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,
IP address /Name:  [srcluster 10-238 |
User name: I&.F{CL USTER 10-238\Administrator
V¥ Use Windows session credentials
} Connecting... Login Cancel Help %

2. Go to the home page and confirm that the Site Recovery icon is displayed
under “Solutions and Applications.”
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(%) WIN-A2UB0B308YK - vSphere Client =] E3

File Edit W%iew Inventory Administration Plug-ins Help

ﬁ @ ‘ £ Home ‘ Fl=| Search Inventory | Q |
Inventory =]
Q B & 3 @
Seatch Hosts and Clusters WMz and Datastores and Mekwiarking
Templates Datastore Clusters

Administration

# >

3 2 @

Roles Sessions Licensing Syskerm Logs viZenter Server vCenter Solutions  Storage Providers  wiZenter Service
Settings Manager Status
Management
s j 5 1 34 25 E}
* &
Scheduled Tasks Events Maps Huost Profiles VM Skorage Customization
Profiles Specifications
Manager

Solutions and Applications

EY

!

Sike Recovery

|
Recent Tasks tame, Target or Status contains: - I Clear X
Mame Target | Status
< | il

Figure 2. Site Recovery icon on the vSphere client application home page

Note: For Metro-Global Mirror storage configuration, SRA does not support
failover to the intermediate site. Install VMware vCenter SRM on the local and
remote sites.
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Chapter 3. Installation

After you complete the prerequisites, you can install the DS8000 SRA.

Installing the SRA software
Use the installation wizard to install the IBM DS8000 SRA software.

Before you begin

If you are upgrading to the DS8000 SRA version 2.3.0, you must uninstall your
current version before installing version 2.3.0. (See IUninstalling the software]) You
must also satisfy all of the prerequisites that are listed in ['System requirements” on|

Procedure

Complete the following steps to install the IBM DS8000 SRA software on a
Windows server:

1. Log on to the Windows server as an administrator.

2. Download and extract the compressed file archive from the [VMware website]
(https:/ /my.vmware.com/cn/group/vmware/
details?downloadGroup=SRM_SRA&productld=357&rPId=4228).

Important: To download the archive file, you must have a VMware account.

3. Double-click the IBMDS8KSRA. exe file from the downloaded compressed file
archive and choose the installation language. After you select the language, the
Welcome window is displayed.

© Copyright IBM Corp. 2010, 2015 7
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8

Welcome to the InstallShield Wizard for IBM
DS8000 Storage Replication Adapter

The Installshield(R) Wizard will install IEM DS3000 Storage
| Replication Adapter on wour computer. To conkinue, dlick Mext.

WARMNIMNG: This program is protected by copeyright law and
inkernational treaties. H

= Back

Cancel |

Figure 3. The Welcome panel

4. Click Next. The License agreement panel is displayed.

fig IBM DSB000 Storage Replication Adapter - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully,

International License Agreement far Mon-\Warranted Programs il
Fart 1 - General Terms

BY DOWYRLOADING, INSTALLING, COPYING, ACCESEING, CLICKING OM

AN ACCEFT" BUTTOR, OR OTHERWISE USING THE PROGRAM,

LICEMSEE AGREES TO THE TEEMS OF THIS AGREEMENT. IF YOLU ARE
ACCEPTING THESE TERME= OM BEHALF OF LICEMNSEE, Y¥OL

FEFPRESENT AMD WARRAMT THAT Y OU HAVE FULL AUTHORITY TO BIND
LICEMSEE TO THESE TERMS. IF ¥OLU DO NOT AGREE TO THESE -

TCMkAT

¥ I accept the terms in the license agreement: Erirt |

™ I donot accept the terms in the license agreement

InstallShield

< Back I Mext = I Cancel |

Figure 4. The License Agreement

If you do not want to continue with the installation, click Cancel.
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5. Read the license agreement information. Select the I accept the terms of the
license agreement option and click Next. The Ready to Install the Program
panel is displayed.

fiz IBM DS8000 Storage Replication Adapter - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to beain the installation.

If wou wank ta review ar change any of wour installation settings, click Back, Click Cancel ko
exik the wizard,

InstallShield

< Back

Zancel |

Figure 5. The Ready to Install panel

6. Click Install. Afterwords, the installation wizard shows the status of the files
that are being copied.

Chapter 3. Installation 9
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i':EJ IEM DSE000 Storage Replication Adapter - Installshield Wizard

Installing IBM DS8000 Storage Replication Adapter

The program features you selected are being installed,

Please wait while the Installshield Wizard installs IEM DSE000 Skorage
Replication Adapter. This may take several minutes,

Skaktus:

IIpdating component regiskration

[

Installshield

= Back Mexk = | | Zancel I

Figure 6. Updating component registration status panel

7. Click Finish when the installation process completes.

fig IBM DSB000 Storage Replication Adapter - InstallShield Wizard

InstallShield Wizard Completed

| The Installshield Wizard has successfully installed IBM DSE000
Storage Replication Adapter. Click Finish ko exit the wizard,

¥ Launch User Guide and Release Notes

= Back

Cancel |

Figure 7. InstallShield Wizard Completed panel

IBM DS8000 Storage Replication Adapter



Note: DS8000 SRA is installed under the SRM folder.

* For SRM 5.0, the installation directory is C:\Program Files (x86)\VMware\VMware
vCenter Site Recovery Manager\storage\sra\IBM DS8000.

* For SRM 5.1 and later, the installation directory is C:\Program
Files\VMware\VMware vCenter Site Recovery Manager\storage\sra\IBM DS8000.

Uninstalling the SRA software

You can uninstall the IBM DS8000 SRA software by kicking off the installation file
(IBMDS8KSRA.exe).

Before you begin

If you are upgrading to version 2.3.0 of the DS8000 SRA, you must uninstall your
current version.

Procedure

Complete the following steps to uninstall the software:
1. Log on to the Windows server as an administrator.

2. Locate the IBMDS8KSRA.exe file and double-click it. The “Preparing to Install”
panel is displayed.

IBM DS3000 Storage Replication Adapter for ¥Mware vCenter Site Recovery Manager ... |

Preparing to Install...

1EM DS3000 Storage Replication Adapter for YMware wCenker
Site Recovery Manager Setup is preparing the InstallShield
Wizard, which will guide wou through the program sekup
process, Please wait,

Extracting: I6M DS8000 Storage Replicakion Adapter . msi

S —

Figure 8. Preparing to Install panel

3. Click Next on the Welcome page.

Chapter 3. Installation 11



Welcome to the InstallShield Wizard for IBM
DS8000 Storage Replication Adapter

The InstallShield(R) Wizard will allow ywou ko modify, repair, or
| remove IBM DS8000 Storage Replication Adapker, To continue,
| click Mext,

= Back

Cancel |

Figure 9. Welcome panel

4. Select Remove on the Program Maintenance panel and click Next. See
[Figure 10

fid IBM DSB000 Storage Replication Adapter - InstallShield Wizard

Program Maintenance

Maodify, repair, or remove the prograr,

" Modify

Zhange which program features are installed, This option displays the
ﬁ Cuskom Selection dialog in which you can change the way features are
inskalled.

Repair installation errors in the program. This option fixes missing or
corrupk files, shortcuts, and registry entries,

........................

@ Remove IBM D3S000 Storage Replication Adapker From your computer,
= |

Installshield

< Back I Mext = I Cancel

Figure 10. Program Maintenance panel
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5. Click Remove to confirm the uninstallation.

il_-gl IBM DS8000 Storage Replication Adapter - InstallShield Wizard

Remove the Program

You have chosen ba remove the program From waur syskem,

Click Remave ta remaove IBM DSE000 Skorage Replication Adapker From your computer,
After remonval, Ehis program will no longer be available For use,

If waou wank ba review ar change any setkings, click Back.

InstallShield

< Back

Zancel |

Figure 11. Remove the Program panel

The Removing progress screen is displayed.
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i':EJ IEM DSE000 Storage Replication Adapter - Installshield Wizard

Uninstalling IBM DS3000 Storage Replication Adapter

The program Features you selected are being uninstalled.

Please wait while the Installshield YWizard uninstalls IBM DSS000 Skorage
Replication Adapter. This may take several minutes,

Skaktus:

Removing files

I

Installshield

= Back Mexk = | | Zancel I

Figure 12. Removing progress panel

6. Click Finish from the InstallShield Wizard Completed panel. If necessary, you
are prompted to restart the system.

fid IBM DS8000 Storage Replication Adapter - InstallShield Wizard |

InstallShield Wizard Completed

The InstallShield Wizard has successfully uninstalled IEM
| [S5000 Storage Replication Adapter, Click Finish bo exit the
wizard.

= Back

Cancel |

Figure 13. InstallShield Wizard Complete panel
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Chapter 4. Configuration
IBM DS8000 SRA works with Metro Mirror, Global Mirror (with or without master
and subordinate), Metro-Global Mirror, and IBM Tivoli® Storage Productivity

Center for Replication Coexistence.

A shortcut that is named IBMDS8KSRAUti1.exe is created on the desktop during the
DS8000 SRA installation.

Important: The configuration utility is used to configure the SRA. The
configuration takes effect on the site where the utility runs.

Double-clicking the shortcut brings up the Utility panel.

f‘ IBM DSB000 Storage Replication Adapter Configuration Ukility

I_ —Support Relationship Type

Test ExtPool 1D (Px)

f* Eoth Metro Mirror and Glabal Mirear
[T Backup Target Yolume

" Metro Mirrar Only
Backup ExtPool ID (Px) |

" clobal Mirror Only
[T SpaceEfficient Mode

e D58000 Command Timeouk {sec): |

Check Canfiguration (04 Cancel

Figure 14. Configuration Utility panel

The Configuration Utility must be set up before you configure SRM with the array.
Preconfigured and Non-preconfigured environments

The environment can be a preconfigured environment or a non-preconfigured
environment. A preconfigured environment is one where you create the backup
target volumes and map the volumes to the VMware ESX servers at the recovery
site, in advance. A non-preconfigured environment is one where the SRA creates
and maps snapshot volumes during test failover and backup target volume
operations.

Note: If preconfigured/non-preconfigured are switched by the configuration
utility, rescan SRA in SRM on both the protected (primary) and the recovery
(secondary) site.

© Copyright IBM Corp. 2010, 2015 17



DS8000 Command Timeout (sec)

The DS8000 Command Timeout specifies the maximum time, in seconds, to wait
for a required state of volume, command results, FlashCopy, or remote copy. The
wait is after certain DS8000 commands run, or to wait for command results. For

example:

* SRA waits for the volume initialization to be completed before it establishes a
FlashCopy relationship.

* After a Metro Mirror copy relationship is resumed, SRA waits for the secondary
full duplex state.

* During a reprotect process of Global Mirror, SRA waits for the first pass
completion of the remote copy that is established by SRA.

* When ESSNI functional code does not accept the command due to being busy,
SRA waits and resubmits the command.

If the time that SRA waited exceeds the configured maximum timeout setting, SRA
fails due to a timeout exception. If the value is empty or 0, SRA waits until the
required state is met or the command result is returned. The user can keep the box
empty as the default value.

For more configuration fields, see [“Configuration of DS8000 Remote Copy for]

Configuration of DS8000 Remote Copy for SRA

18

Along with the regular remote copy configuration on DS8000, some special
configuration is required for the SRA defined mode.

Setting up preconfigured environments for DS8000 Remote
Copy for SRA

In the Pre-Configured mode, SRA does not create a volume or FlashCopy. SRA also
does not attach or detach the volume to or from the host.

Before you begin

To complete these tasks you must use the storage system GUI or tools that are part
of the storage system.

Procedure

1. Create an equal number of FlashCopy (target) volumes on both the protected
(primary) and the recovery (secondary) site DS8000.

2. Complete this step according to the scenario:
* For a Metro Mirror scenario, create the following items:

a. A background copy and the incremental FlashCopy maps (with the
volumes that were created in step [1| as the FlashCopy target volume).

b. The Metro Mirror copy source and target volumes, as the FlashCopy
source volumes.

Note: See the flow chart in [Figure 15 on page 19| that shows how a preconfigured
Metro Mirror scenario is configured.
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background |copy HashCopy

Mews volume

Figure 15. Preconfigured Metro Mirror scenario

* For the Global Mirror scenario, create

MM pprc
Metro Mirror Source Volume :& Metro Mirror Target Volume

background|copy HashCopy

Mews volume

the following items:

a. A background copy FlashCopy map (with the volumes that were created
in step as the FlashCopy target volume).

b. The Global Mirror source and target volumes as the FlashCopy source

volumes.

c. The Global Mirror FlashCopy between the Remote Mirror source volume
and the newly-created FlashCopy target volume.

Note: See the flow chart in [Figure 16| showing how a preconfigured Global Mirror

scenario is configured.

MNew volume

hackgrnunthznp}r HashCopy
GM pprc
Global Mirror Source Volume ::&

lobal MirmiﬂashCnp}r

MNews volume

Figure 16. Preconfigured Global Mirror scenario

Mews volume

hackgrnundﬁi}t‘:npy HashCopy

Global Mirror Target Volume

Exigting Global|Mirror FlashCopy

3. Map the Remote Copy target and the FlashCopy target volumes to the VMware

ESX servers. The newly-created FlashCo
volumes during the test procedure. The

py target volumes are used as test
RemoteCopy target volumes are used

as the production volumes during the failover procedure.

Note: The preconfigured FlashCopy relationship is synchronized by reestablishing
the original FlashCopy relationship. Four FlashCopy options can be restored

during the reestablishment process:
* persistent

* record

* nocopy

* tgtse
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Important:

1. For Global Mirror in a preconfigured environment, ensure that no session or
Global Mirror exists on the logical subsystem (LSS) of the Global Mirror target
volume for the initial state.

2. Reserve the session ID, used by the LSS of the remote copy source volume, on
the target DS8000.

Setting up non-preconfigured environments for DS8000
Remote Copy for SRA

In the non-preconfigured mode, SRA creates volumes and FlashCopy and can
attach or detach volumes to or from the host.

Before you set up a non-preconfigured environment, make sure that the remote
copy target volume is unmapped from VMware ESX servers for the initial state.

SRA creates volumes and FlashCopy, and can attach volumes to or from the host
when test failover is run. SRA detaches the volumes that are created during test
failover from the host, and deletes the FlashCopy and the volumes during test
failover clean-up.

Important:

* If Global Mirror/Metro-Global Mirror is picked in a non-preconfigured
environment, make sure that no session or Global Mirror exists on the LSS of the
Global Mirror target volume for the initial state.

* If Metro-Global Mirror is picked for the non-preconfigured environment, make
sure that no session or Global Mirror exists on the LSS of the Metro Mirror
source volume for the initial state.

* Reserve the session ID, used by the LSS of the remote copy source volume, on
the target DS8000.

SRA Configuration for Metro Mirror and Global Mirror

20

VMware SRM provides planned failover and disaster recovery.

Important: The configuration utility must be run on both the protected (primary)
site and the recovery (secondary) site. The Pre-Configured setting (checked or not
checked) needs to be consistent on both sites.

VMware SRM provides two kinds of recoveries:
* Planned failover

* Disaster recovery

Double-click the IBMDS8KSRAUti1.exe shortcut on the desktop to access the SRM
Configuration Utility (see [Figure 17 on page 21). In both recovery scenarios, the
user can opt to back up the remote copy target volumes. If Pre-Configured is not
checked, check Backup Target Volume and set the appropriate Backup ExtPool ID.
The ID instructs the SRA to create FlashCopy backups of the remote copy target
volumes.

IBM DS8000 Storage Replication Adapter



E" IBM DS8000 Storage Replication Adapter Configuration Utility

™ Pre-Configured

—Support Relationship Type
Test ExtPool 1D (Px) I

i+ Both Metro Mirror and Global Mirrar
v Backup Target Yolume

Backup ExtPool ID (P I PO

[™ sSpaceEfficient Made

[T TPeR DS2000 Cormmand Timeout (sec: |

£~ Metra Mirrar Only

" Global Mirror Only

Check Configuration (0 Zancel

Figure 17. Configuration Utility Window

Support Relationship Type

The Support Relationship Type specifies the types of relationships that the SRA
operates on. The default value is “Both Metro Mirror and Global Mirror,” which
means SRA discovers all the Metro Mirror and Global Mirror relationships between
the protected site and the recovery site.

Note:

* SRA creates volumes by using the extent pool of the remote copy target volume
when any of the following situations are true:

— Test extent pool parity is inconsistent with the LSS of remote copy target
volume

— Backup extent pool parity is inconsistent with the LSS of remote copy target
volume

— Test or backup extent pool parity is empty

* If the SRA does not back up the target volumes, check the backups on the
storage or check the messages in the SRM log file.

Related concepts:

[“Setting user privileges for SRA configurations” on page 41|
Setting the user privileges for SRA differs, depending on whether you have a
preconfigured environment or a non-preconfigured environment.

Setting up preconfigured environments for Metro Mirror and
Global Mirror

If the Pre-Configured option is checked, some configuration is needed before SRA
can function properly.
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Procedure

Double-click the IBMDS8KSRAUt11.exe shortcut on the desktop to access the SRM
Configuration Utility (see [Figure 18§).

1. Check the Pre-Configured option.

g" IBM DSB000 Storage Replication Adapter Configuration Ukility

—Suppott Relationship Type
Test ExtPool 10 (Px) |

{* Eoth Metro Mirror and Glabal Mirrar
¥ Backup Target volume

 Metra Mirror Only
Backup ExtPool ID (Px) I

" Global Mirror Only
[T SpaceEfficient Mode

[ tPcR D58000 Command Timeouk {sec): I

Check Canfiguration Ik Cancel |

Figure 18. Pre-Configured option

Note:

* The Test ExtPool ID (Px), Backup Target Volume, Backup ExtPool ID (Px), and
SpaceEfficient Mode options are unavailable if the Pre-Configured option is
checked.

¢ The DS8000 Command Timeout (sec) option determines how long you want the
process to run.

2. Select the Support Relationship Type according to the user requirement.
3. Check TPC-R if you use SRA integrated with Tivoli Storage Productivity Center
for Replication.

4. Click OK to confirm the new selections or click Cancel to leave the selections
unchanged. To confirm or change the options, restart the configuration utility
by double-clicking the shortcut. The current selections are shown.

Note: FlashCopy (target) volumes are resynchronized during failover when the
TPC-R option is not checked.

Setting up non-preconfigured environments for Metro Mirror
and Global Mirror

If the Pre-Configured option is not checked, some SRA configuration is needed
before SRA can function properly.
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Procedure

Complete the following steps to set up a non-preconfigured environment:

1. Double-click the IBMDS8KSRAUti1.exe shortcut on the desktop to access the
SRM Configuration Utility (see Figure 19).

E’ IBM DSE000 Storage Replication Adapter Configuration Utility

[ Pre-Configured

—Support Relationship Type
Test ExtPool ID (Px) | P1

* Both Metro Mirrar and Global Mirror
¥ Backup Target ¥olume

€ Mekro Mirrar Only
Backup ExtPoal 1D (Px) I Pz

= Global Mirrar Onlky

¥ SpaceEfficient Mods!

[T TRz-R D55000 Command Timeouk {sec): |

Check Configuration (6] 4 Cancel

Figure 19. Non-preconfigured option

2. Define the appropriate configuration settings:

Test ExtPool ID (Px)
Specifies which Extent Pool ID on the DS8000 site is used to create
FlashCopy (target) volumes during the test recovery operation. The
format of input value is Px, for example, P1.

Backup Target Volume
Instructs SRA to back up the target volume during recovery. Backup
ExtPool ID (Px) must be set if this option is checked.

Backup ExtPool ID (Px)
If Backup Target Volume is checked, this field must be set for SRA to
create the FlashCopy (target) volume to back up the remote copy target
volume. The format of input value is Px, for example, P1.

Space Efficient Mode
Instructs SRA to create an SE volume during test failover or backup
target volume process. SRA creates a track space-efficient (TSE) volume
with this option. If the option is not checked, a standard volume is
created.

3. Click OK to confirm the new selections or click Cancel to leave the selections
unchanged. To confirm or change the options, restart the configuration utility
by double-clicking the shortcut. The saved selections are shown when you
restart the configuration utility.
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Note:

* If Backup Target Volume is checked, you must remove the FlashCopy after the
copy progress finishes. Otherwise it causes the second test failover, or failover
on the same site failure because of an extra preconfigured FlashCopy in a
non-preconfigured environment.

e The DS8000 Command Timeout (sec) option determines how long you want the
process to run.

SRA configuration for M—N Metro Mirror

M-N Metro Mirror enables peer-to-peer remote copy (PPRC) connections from a
protected (primary) DS8000 SRA to more than one recovery (secondary) DS8000.

Each PPRC connection is stand-alone. Therefore, a volume on a protected DS8000
having a PPRC with a recovery DS8000 can also have a PPRC from a different
volume to a different recovery DS8000.

M-N Metro Mirror also enables connections from a recovery DS8000 SRA to more
than one protected DS8000 SRA.

Note: The term “M-N" refers to the number of DS8000s on the protected site (M)
and recovery site (N). No calculations are derived from this term. M-N is only
used to denote the replication process.

The SRA processes the PPRC connections separately, and each PPRC connection
can be reversed.
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Protected Site

Recovery Site

10.11.3.242

10.11.3.96

Y

10.11.3.157

10.11.3.243

10.11.3.301

dsakN0z

Note:

* DPeer storage access information is required on both the protected and recovery

SRA.

* The user name and password for every peer SRA must be identical.

Before you use M-N Metro Mirror replication, use the SRA command prompt to
register each peer DS8000 SRA.

Table 1. Arguments for RegPeerArray

Argument

Use after RegPeerArray to:

RegPeerArray <list>

List the currently registered peer arrays.

For example:

G:\>java -cp DS8K_Java_Client.jar RegPeerArray list

RegPeerArray <add>

Register a peer array.

For example:

C:\>java -cp DS8K Java_Client.jar
RegPeerArray add IBM.2107-5837254/193.168.12.14

where IBM.2107-5837254 is the serial number of the DS 8000
SRA and 193.168.12.14 is the IP address.
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Table 1. Arguments for RegPeerArray (continued)

Argument Use after RegPeerArray to:

RegPeerArray <delete> Remove a peer array.

For example:

C:\>java -cp DS8K_ Java_Client.jar
RegPeerArray delete IBM.2107-498264895736/192.168.1.1

You can access help by using the RegPeerArray keyword without any argument.
For example:

C:\>java -cp DS8K Java Client.jar RegPeerArray

Adding Array Managers for M—N Metro Mirror

If you use M-N Metro Mirror when adding array managers, enter the IP addresses
for the DS8000s in a specific order.

Because you can have more than one recovery (secondary) DS8000 with the same
protected (primary) DS8000, you must enter the array manager information
carefully.

First Management IP Address/Hostname
Enter the IP address of the protected site DS8000 device's Hardware
Management Console (HMC). For example,

192.168.1.1

The address can either be an IP address or a fully qualified domain name.

Second Management IP Address/Hostname
Enter the IP address of the recovery site array's HMC. For example,

192.168.1.3

The address can either be an IP address or a fully-qualified domain name.
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(= Add Array Manager - 9.11.81.165
IBM Storage DSB000 Replication Adapter ;I

—DSE000 Syskem

DSB000 syskem conneckion paramekers

First Management IP Address | |192. 163.1.1
AR Enter the first management IP Address | Hostname

Second Management IP Address |192. 165.1.3

e Enter the second management IP Address | Hostname

Mame Filker: I
Leave empty For full discovery, Enker comma separated lisk of
volume name or session id prefix For specific discovery, (ex:
crlun, 10,usLund, Mote; Use b, to represent comma in
name,{ex: cnl,Lun, 10,us),Lun)

Usernanme: I.D.dministratnr
Enter username For DS3000 system

Password; I******|

Enter password For DSS000 system

Help | = Back | Mext = I Cancel

Figure 20. Adding the protected site in the First position, and the recovery site in the Second
position

If you have another protected DS8000 to connect with the recovery DS8000 in the
Second Management IP Address/Hostname space, add another array manager
and use the same DS8000 IP address in the Second Management IP
Address/Hostname. For example:
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{“ Add Array Manager - 9.11.61.165
IEM Storage 033000 Replication Adapter _‘J

—DS8000 Syskem

DSE000 syvstem conneckion paramekers

Firsk Management IP Address | |192. 1658.1.2
Histname: Enter the first management IP Address | Hostname

Second Management IF Address |192. 168.1.5

{ Hostrarne: Enter the second managerment IP Address | Hostname

MName Filker: |
Leave empty For Full discovery, Enter comma separated lisk of
volume name ar session id prefix for specific discovery. (ex:
crlum, 10,uslun), Note: Use Y, to represent comma in
narme, (ex; cnl,Lun, 10,ush,Lun)

Username:! |F\dministrator
Enter username For DS3000 syskem

Passiword: I******

Enter password For DSS000 syskem

-

Help | = Back | Mesxk = I Cancel |
Vi

Figure 21. Adding an additional protected site to the First position with the same recovery site
in the Second position

SRA Configuration for Metro-Global Mirror

SRA supports only the non-preconfigured setting for Metro-Global Mirror.

If the remote copy relationship is configured as Metro-Global Mirror, you must
provide information about the intermediate DS8000 site.

Notes about Metro-Global Mirror:
* SRA does not support failover to the intermediate site.

* The initial direction is Site A (protected site) > Site B (intermediate site) > Site
C (recovery site). After the first reprotect procedure to the initial direction, the
direction changes to Global Mirror: Site C (protected site) > Site A (recovery

site). After the second reprotect procedure, the direction returns to Metro-Global
Mirror: Site A > Site B > Site C.

Commands to register or unregister intermediate DS8000

Use the RegInterSite command to register, unregister, and show help information.

Note: For SRM 5.1 and later, the SRA installation directory can be \Program
Files\VMware\VMware vCenter Site Recovery Manager\storage\sra\IBM DS8000\
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Register intermediate DS8000

1. In the open command-line prompt, change the current directory to an SRA
installation directory. For example: C:\>cd "\Program Files\VMware\VMware
vCenter Site Recovery Manager\storage\sra\IBM DS8000\"

2. Issue the following example command to register the intermediate site DS8000:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar
RegInterSite 9.11.108.28 dsuser dspassword IBM.2107-75H0301 add

Where dsuser is the username and dspassword is the password. The output that
is returned appears similar to the following example output:

Add 9.11.108.28 successfully. Pre-Configured is set to false.

Note: SRA supports only a non-preconfigured setting for Metro-Global Mirror. So,
the command shows that “Pre-Configured” is being set to false. If you are using
the preconfigured setting on the storage system, clear the setting.

Unregister intermediate DS8000

To remove intermediate site information, issue the following example command
from the SRA installation directory:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar RegInterSite 9.11.108.28 delete

The output that is returned appears similar to the following example output:
Delete 9.11.108.28 successfully.

Show help information

To show the help menu, issue the following command from the SRA installation
directory:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar RegInterSite

The output that is returned appears similar to the following example output:

Usage:
RegInterSite [HMC IP Address] [HMC username] [HMC password] [Machine Serial] add
RegInterSite delete

Setting up non-preconfigured environments for Metro-Global
Mirror

Configure non-preconfigured environments for Metro-Global Mirroring.
Procedure

Complete the following steps to set up non-preconfigured environments for
Metro-Global Mirror:

1. Click IBMDS8KUtility to set up SRA configurations for Metro-Global Mirror
(see [Figure 22 on page 30).
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f' IBM DS8000 Storage Replication Adapter Configuration Utility

[T Pre-Configured

= Suppork Felationship Type
Test ExtPool 1D (P | i

€7 Both Metro Mirror and Global Wit
[T Backup Target ¥olume

€ Metro Mitror L] |
Backup ExtPool ID (Px) |
£ Global Mirroronly

[ SpaceEfficient Mode

[T iTPER DSa000 Cormrand Timeouk (sec; |

Metro Global Mirror is configured.

Check Configuration Ik Zancel

Figure 22. SRA configurations for Metro-Global Mirror

Test ExtPool ID (Px)
Specifies which Extent Pool ID on the DS8000 site is used to create
FlashCopy (target) volumes during test recovery operations. The format
of input value is Px, for example, P1.

Backup Target Volume
Instructs SRA to back up the target volume during recovery. Backup
ExtPool ID (Px) must be set if this option is selected.

Backup ExtPool ID (Px)
If Backup Target Volume is checked, this field must be set for SRA to
create the FlashCopy (target) volume to back up the remote copy target
volume. The format of input value is Px, for example, P1.

Space Efficient Mode
Instructs SRA to create an SE volume when test failover or a backup
target volume is specified. SRA always creates a TSE volume with this
option. If the option is not checked, a standard volume is created.

2. Click OK to confirm the new selections or click Cancel to leave the selections
unchanged. To confirm or change the options, restart the configuration utility
by double-clicking the shortcut. The saved selections are shown.
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Note:

* Metro-Global Mirror is a special configuration to Metro Mirror and Global
Mirror, so you cannot select Support Relationship Type for this case.

* The utility detects the intermediate site setting and shows that Metro Global
Mirror is configured on the GUL

* SRA does not support TPC-R for Metro-Global Mirror, so it is disabled.

* If Backup Target Volume is checked, you must remove the FlashCopy after the
copy progress completes. Otherwise, the FlashCopy causes the second test
failover or failover on the same site failure because of an extra preconfigured
FlashCopy in a non-preconfigured environment.

* The DS8000 Command Timeout (sec) option determines how long you want the
process to run.

Checking the configuration

You can determine whether your configuration is correct from within the
configuration utility tool.

About this task

The SRA Check Tool reviews every remote copy that is backed up from the remote
site to the recovery site. The utility reviews each selected remote copy and
determines its status, which is based on the SRA-STATUS items in the SRA
installation directory.

Procedure

1. Open the configuration utility by clicking the IBMSVCSRAUti1.exe shortcut on
the desktop.
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f' IBM DS8000 Storage Replication Adapter Configuration Utility

[T Pre-Configured

= Suppork Felationship Type
Test ExtPool 1D (P | i

€7 Both Metro Mirror and Global Wit
[T Backup Target ¥olume

€ Metro Mitror L] |
Backup ExtPool ID (Px) |

£ Global Mirroronly
[ SpaceEfficient Mode

[T iTPER DSa000 Cormrand Timeouk (sec; |

Metro Global Mirror is configured.

Check Configuration Ik Zancel

Figure 23. The DS8000 configuration utility

2. Click Check Configuration.

3. Enter a user name and password for the local array and the peer array.
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User Name: |admin_33 P d | | | CTn

[» |

Figure 24. The Check Configuration tool configuration pane

4. Click Check to start the status check.
5. When the utility finishes, click Close.
6. Enter a file name and click Save.

Results

The log file is saved to the hard drive where it can be retrieved for analysis.

SRA Configuration for Master Subordinate DS8000s

SRA supports the Global Mirror session, which crosses DS8000s. The subordinate
DS8000s must be registered into SRA. The DS8000s” information, which is entered
in SRM, is “master DS8000” on the protected (primary) site and the recovery
(secondary) site. The authentication information for all master and subordinate
DS8000s must be the same for SRA.

Commands to register or unregister subordinate DS8000

Issue the RegSubStorage command from the SRA installation directory to register
or unregister subordinate DS8000s.

Note: For SRM 5.1 and later, the SRA installation directory can be \Program
Files\VMware\VMware vCenter Site Recovery Manager\storage\sra\IBM DS8000\

Chapter 4. Configuration 33



Registering local or peer subordinate DS8000s

From the SRA installation directory, issue the following command to register local
subordinate DS8000s:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar
RegSubStorage add local IBM.2107-75H0301/9.11.108.28

Issue the following command to register peer subordinate DS8000s:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar
RegSubStorage add peer IBM.2107-75LH331/9.11.109.142

Unregistering local or peer subordinate DS8000s

From the SRA installation directory, issue the following command to unregister
local subordinate DS8000s:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar
RegSubStorage delete Tocal IBM.2107-75H0301/9.11.108.28

Issue the following command to unregister peer subordinate DS8000s:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar
RegSubStorage delete peer IBM.2107-75LH331/9.11.109.142

Listing all registered subordinate DS8000s

From the SRA installation directory, issue the following command to list all
registered subordinate DS8000s:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar RegSubStorage 1ist
Listing local or peer registered subordinate DS8000s

From the SRA installation directory, issue the following command to list all local
registered subordinate DS8000s:

jre\bin\java.exe -cp 1ib\DS8K Java Client.jar RegSubStorage Tist local

Issue the following command to list peer registered subordinate DS8000s:
jre\bin\java.exe -cp 1ib\DS8K Java Client.jar RegSubStorage list peer

Showing help information

From the SRA installation directory, issue the following command to show help
information:

jre\bin\java.exe -cp 1ib\DS8K Java_Client.jar RegSubStorage

The information is delivered in the following format:

Usage:

RegSubStorage [1ist] <local | peer>

RegSubStorage [add | delete] [local | peer] [Machine Serial/HMC IP Address]
eg. Add peer subordinate storage:

RegSubStorage add peer IBM.2107-1234567/192.168.1.1

eg. delete peer subordinate storage:

RegSubStorage delete peer IBM.2107-1234567/192.168.1.1
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Setting up preconfigured environments for Master
Subordinate DS8000

If you select the Pre-Configured option, some configuration is needed before SRA
can function properly.

Procedure

Click IBMDS8KUtility to set up the Master Subordinate DS8000 (see .
The subordinate storage message is displayed in the panel.

E’ IBM DS8000 Storage Replication Adapter Configuration Utility

¥ Pre-Configured

— Support Relationship Type
Test ExtPaool ID (Px) |

™ Both Metro Mirror and Glabal Mirrar
¥ EBackup Target Yolume

™ Metro Mirrar Only
Backup ExtPool 1D (Px) | :

[T SpaceEfficient Made

[ TPC-R 058000 Cormmand Timeout (sec): |

Zheck Configuration Ik Cancel

Figure 25. Subordinate storage configuration

1. Select the Pre-Configured option. Select TPC-R if you use SRA integrated with
Tivoli Storage Productivity Center for Replication (TPC-R).
2. Click OK to confirm the new selections or click Cancel to leave the selections

unchanged. To confirm or change the options, restart the configuration utility
by double-clicking the shortcut. The saved selections are shown.

Note:

* When you select the Pre-Configured option, the Test ExtPool ID (Px), Backup
Target Volume, Backup ExtPool ID (Px), and SpaceEfficient mode options are
unavailable.

* FlashCopy (target) volumes are resynchronized during failover when the TPC-R
option is not checked.

* Because Master Subordinate DS8000 is for Global Mirror only, you cannot select
Support Relationship Type.

* The DS8000 Command Timeout (sec) option determines how long you want the
process to run.
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Setting up non-preconfigured environments for Master
Subordinate DS8000

If the Pre-Configured option is not selected, some SRA settings need to be defined

so that SRA can function properly.

Procedure

Click IBMDS8KUtility to open the IBM DS8000 SRA (see [Figure 26).

1. Select the configuration settings that are appropriate for non-preconfigured
environments for Master Subordinate DS8000s.

g" IB™ DSE&000 Storage Replication Adapter Configuration Utility

................

.....................

Test ExtPool ID(Px) |

[T Backup Target Yolume

Backup ExtPool 10 (P |

[™ SpaceEfficient Mode

I~ TRi-F

Check Configuration

—Support Relationship Type
£ Both Metro Mirror and Global Mirror
£ Metra Mirrar Ol

& lobal Mirror Only

033000 Command Timeout {sech: |

a4 Cancel

Figure 26. Subordinate storage configuration in a non-pre-configured environment

Test ExtPool ID (Px)
Specifies which Extent Pool ID on the DS8000 site is used to create
FlashCopy (target) volumes during test recovery operations. The input
format is Px. For example, P1. This setting applies for all the
subordinate storage. Ensure that there is enough space in the extent
pool.

Backup Target Volume
Instructs SRA to back up the target volumes during recovery. Backup
ExtPool ID (Px) must be set if this option is selected. If this option is
not selected, the Backup ExtPool ID (Px) option is unavailable.

Backup ExtPool ID (Px)
If Backup Target Volume is selected, this field must be set for SRA to
create the FlashCopy (target) volumes to back up the remote copy
target volume. The input format is Px. For example, P1. This setting
applies for all the subordinate storage. Ensure that there is enough

space in the extent pool.
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Space Efficient Mode
Instructs SRA to create an SE volume when test failover or backup
target volumes is specified. SRA always creates a TSE volume with this
option. If the option is not checked, a standard volume is created.

DS8000 Command Timeout (sec)
Determines how long you want the process to run.

2. Click OK to confirm the new selections or click Cancel to leave the selections
unchanged. To confirm or change the options, restart the configuration utility
by double-clicking the shortcut. The saved selections are shown.

Note:

* If Backup Target Volume is checked, you must remove the FlashCopy after the
copy progress completes. Otherwise the second test failover occurs, or failover
occurs on the same site failure because of an extra preconfigured FlashCopy in a
non-preconfigured environment.

* If you configured both intermediate storage and subordinate storage with
commands, SRA treats it as Metro-Global Mirror only.

VMware SRM/IBM DS8000 SRA and Tivoli Storage Productivity Center
for Replication Coexistence

If the environment mandates that you use VMware SRM with TPC-R, configure the
SRA for the pre-configured environment (by using IBMDS8000SRAUti1.exe).

When initiated from SRM, the test failover operation (or practice test) works
independently of TPC-R. Therefore, SRA does not try to detect an existing TPC-R
installation in the environment. The test failover task on SRM and practice tests on
TPC-R must be scheduled and run at different times if both software works on the
same Global Mirror session. If the environment is set up such that TPC-R and SRM
work on different Global Mirror sessions, then the restriction does not apply.

For a real failover (recovery), if TPC-R and SRM must co-exist and work on the
same Global Mirror session, then TPC-R recovery must be initiated first. After the
user confirms the successful recovery of volumes by TPC-R, the SRM failover can
be initiated.

The TPC-R option is enabled when SRA is set to Pre-Configured. Click the TPC-R
check box to enable TPC-R support. A warning message box is displayed. See
[Figure 27 on page 38
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E" IBM DS8000 Storage Replication Adapter Configuration Ukility
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s

:

heck Configuration O, | Cancel |

Figure 27. TPC-R warning message

Note:

1. You must set TPC-R to run recovery or reprotect operations (only for Metro
Mirror with TPC-R) before corresponding SRM operations; otherwise the SRA
actions fail.

2. IBM TPC-R mode does not support reprotect operation for Global Mirror.

SRA can integrate with TPC-R with either two of these session types:

* Metro Mirror Failover/Failback with Practice. SRA supports recovery and
reprotects. See [Figure 28 on page 39|and [Figure 29 on page 39

* Global Mirror Failover/Failback with Practice. SRA supports recovery only. See
[Figure 30 on page 40| and |[Figure 31 on page 41}
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Create Session

Choose Session Type

. Chaose Session Type
Choose the type of session to create.

Properties
Loresition 2 Glits [DSE000, DSE000, ESS 600 |
Locstion 2 Site

Results

|Metm hirror Failover/Failback wi Practice d

<Eack| Mext >| Finishl Cancel|

Figure 28. Metro Mirror Failover/Failback with Practice

Site 1 Site 2
H1 HZz

Page ID 2001-01 »1.00

Note: For Metro Mirror Failover/Failback with Practice - persistent option, select
Persistent for “Data Studio FlashCopy Options for Role Pair H2-I12” when you set

up session properties.

Create Session

Properties

" Choose Session Type
Marne and describe the session,

C'.)Proper’ties
Location 1 Site #gession narme

Location 2 Site IHEWSESSWH

Results Description

ESS /DS Metro Mirror Options:

(These options only affect ESS/DS Storage Systemns.)

[~ Fail MM/GC if target is online (CKD only]

Metro Mirror Suspend Policy:
© Hold 10 after Suspend
¥ Release 1/0 sfter Suspend

DS FlashCopy Options for Role Pair H2-12

|7 Persistent

<Elack| Next >| Finishl Cancell

Figure 29. Metro Mirror Failover/Failback with Practice - persistent option selected
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Create Session

Choose Session Type

i Choose Session Type
Chooze the type of session to create.

Properties
Lacation 1 Site [D=a000, DSE000, ESS 600 =l 83?]1 site 2

Location 2 Site

Results

| Global Mirrar Failover/Failback wi Practice j %

Page ID 2001-01 v1,00

<Elack| Next >| Finishl Cancell

Figure 30. Global Mirror Failover/Failback with Practice

Note: For Global Mirror Failover/Failback with Practice - persistent option, select
Persistent for “Data Studio FlashCopy Options for Role Pair H2-12” when you set

up session properties.
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Create Session

" Choose Seszion Type Properhes
Marme and describe the seszion.
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Fesults

ELS /DS Global Mirror Options:

[Theze options only affeck ESS/DS Storage Systerns.)

H1-12:
# Consistency group interval time (seconds)
IZI (D-65535)

Recovery Paint Ohjective Alerts
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I_ Mo Copy

0% FlashCopy Options for Role Pair 12-J2

[ Feflash After Recover

<Elac:k| Mext :=| Finishl Canu:el|

Figure 31. Global Mirror Failover/Failback with Practice - persistent option selected

Setting user privileges for SRA configurations

Setting the user privileges for SRA differs, depending on whether you have a
preconfigured environment or a non-preconfigured environment.

Preconfigured environment
To create the needed volumes and map them to the recovery (secondary) site's
VMware ESX servers in advance requires at least Copy Services Operator

privilege.

Non-preconfigured environment
If the Pre-Configured box is left cleared in the configuration utility, a Physical
Operator or higher privilege is necessary for SRA to complete the following tasks:

* Create the snapshot volumes and map or unmap the volumes to the VMware
ESX servers at the recovery (secondary) site.

* Run test recovery operations.
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Chapter 5. Usage

Use the IBM DS8000 SRA to run dependable Disaster Recovery Planning and
protect VMware sites with their DS8000-based datastores.

Creating the target volumes and Metro/Global Mirror relationships

You must create an equal number of target volumes (for Metro Mirror targets) to
source volumes. You must also create an extra set of volumes for FlashCopy targets
for Global Mirror setup on the recovery site DS8000, to source volumes.

Procedure

Create Metro/Global Mirror relationships between the source and target volumes.
Do not map the Metro/Global Mirror target volumes to the VMware ESX servers
on the recovery (secondary) site in a non-preconfigured environment. The reason is
because the mapping process is automated by the SRA for failover and test failover
operations. For more information about Metro Mirror/Global Mirror Copy
Services, see [IBM DS8000: Copy Services in Open Environments (PDF),

Important:

1. When you create Global Mirror relationships with SE volumes, use ESE as your
Global Mirror target volumes, not TSE volumes.

2. Before you use the DS8000 SRA, ensure that the following configuration
settings are in place:

¢ The Metro Mirror relationships on the recovery site are in “Target Full
Duplex” status

* For Global Mirror relationships “First Pass” status on a protected (primary)
site is “True”

* Consistency Groups are forming at the set intervals

If SE volume is not enabled for SRA configuration, the SRA creates fully-allocated
volumes during test failover operations. Fully-allocated volumes must be
initialized before they can be used as FlashCopy targets. This action might take
several minutes, depending on the size of the newly created volume. To
accommodate the timing, the user must modify the DS8000 Command Timeout
(sec) of IBMDS8KSRAUti1.exe or leave the parameter empty to make SRA wait until
the newly created volume is ready.

You might also want to change the “storage.commandTimeout” value of VMware
SRM.

Adding Array Manager to VMware Site Recovery Manager
To add arrays to the VMware Site Recovery Manager, complete the following steps.
About this task
The following procedure includes steps and screen captures that apply when using

VMware vSphere Client. If you are using VMware vSphere Web Client, similar
steps are applicable, except the step of logging in to vSphere Client.
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Procedure

1. Log on to the VMware Virtual Center Server and go to the Home page. See

|J-_'T,J WIN-DA4I3FE70PD - ¥Sphere Client

File Edit Yiew Inventory Administration Plug-ins Help
@ @ |‘Q Harne: | Fl=| Search Imventory |Q» |
Inventory =
T ® B g e
Search Hosts and Clusters WM and Datastores and Metworking
Templates Dratastore Clusters
Administration
- — e .
% 2 B ® a @
. o : S
Roles Sessions Licensing System Logs wiZenter Server wCenker Solutions  Storage Providers  wiCenter Service
Settings Manager Status
Management
............ -~ _}_. }
& 3 3] [Beq, }3’;
&
scheduled Tasks Events Maps Host: Profiles W Skorage Customization
Profiles Specifications
Manager
Solutions and Applications
EY
3
Site Recovery
[l
Recent Tasks Marme, Target or Status contains: = I Clear ®
Mame Target Status | Details | Initiated by | wCenker Server | Requested Stark Ti... — | Start Time |
4| | 0
Figure 32. VMware Virtual Center Server Home page

2. Click Site Recovery on the Home window. See [Figure 33 on page 45,
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WINZKBIP135 - vSphere Client

File Edit View Inventory Admiristration Plug-ns Help
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| e e

EY

Configure Connection

e | Status Getting Started

|,g 911,111,135 (Local) Mot Connected | close tab. [1]
A IS Unkonm Getting Started with Site Recovery Manager &
These steps will help you configure Site Recovery Manager (SRM)
for protection and recovery,
1. Connect the Sites
Set up two way pairing between the sites, Protected Si RecoverySite
Lo HE sy Emilalyll pemote vCenter Server
2. Set Up Inventory Maj [~ Enter login credentials or the remote wCenter Server 5 ﬁu
Set up inventory mappin .
or both sites for two-wa wCenker Server:  9.11.111.133 s
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® Metwark Mappings Password: |*”***”**I
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Specify a datastore to us -OK Cancel
placeholder datastore at —I
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 Placehalder Datastores - il b
ki =
4. Configure Array Based Replication
& sites Add an array manager for both sites, and then enable the
o discavered array pairs for use with SRM,
|3 Array Managers o How to Configlre Array Managers in SRM
() Protection Groups + Add an Array Manager
L5 Regovery Plans 5. Configure vSphere Replication -]
Recent Tasks Name, Target or Status contains: = Clear X

Figure 33. Site Recovery option on the Home window

3. Enter the Remote Virtual Center user name and password when prompted,
and click OK. See |

WINZKBIP135 - vSphere Client

Fle Edt View Inventory [Administration | Plug-ins Help

a8 ‘E} Home b 4] Solutions and Applications b BZ SteRecovery b (5 wIN2KeIP13S

|

Canfigure Connection

9.11.111.133
Name
I 9.11.111.135 (Local)

| Status

@it |

Summary

Hame:

Status:

wCenter Server:
SRM Server:

911,111,133

Connected

9.11.111.133:80
9.11.111.133:6095

Configure Cornection

Export System Logs

1228390
1228390

SRM Plugin Buid:
SRM Server Build:

Sites
'[9 Array Managers

() Protection Groups

(% Recovery Plans

Recent Tasks

Mame, Target or Status contains: - Clear X

Figure 34. Entering the Remote Virtual Center user name and password

4. Ensure that the local and remote sites are connected. Select the local site and
confirm the connection by clicking the Summary tab in the Inventory window.
See [Figure 35 on page 46)
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BBMQEI&Z - wsphere Client

File Edit Yiew Inventory Administration Flug-ins Help
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Configure Connection
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Mame | Skabus
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Summary Commands
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Mame Target Stabus | Details | Initiaked by | wiZenter Server | Requested Start Ti.., =
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|
Z Tasks @ Alarms |

2
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Figure 35. Summary tab in the Inventory window
5. Click the Array Managers option on the Inventory window and select
Summary.

%] WIN2KBIP135 - vSphere Client _[3]x]
Fle Edt View Inventory Administration Flugins Help
<= ‘@ Home b §) Selutions and Applications b EZ SteRecovery b (5 WINZKBIPLIS |w55archlnventow ‘Q|
£ Add Array Manager

&) =
Name | Status | () Add Array Manager - 9.11.111.135
| » [ 911,111,135 (Local) |
» (911111133

Array Manager Information

Summary
Spedify a display name and an installed SRA for this array manager.
Sike: Add Array Manager
Loaded SRy Display Name: ~ [1mT1_159]
SRA Status
Array Mane SRA Type:

[1em D800G storage Replication Adapter 4|

Additianal information about available Storage Replication Adapter (SRA) types and versions is avaiable on the
SRAs tab of the array manager falder For each site.

Sites

'{4 Array Managers

[ Protection Groups

Help coak [ wexs | cancsl
[%) Recovery Plans

4
Recent Tasks

Name, Target or Status contains: - Clear

x

Figure 36. Array Managers option in the Inventory window

6. Select the local site on the Inventory window and click Add Array Manager.
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7. Enter the name of the local DS8000 and select IBM System DS8000 Adapter
as SRA type, then click Next.

8. Enter the array manager information in the Add Array Manager panel.

[+ WIN-DITBBMIFI6Z - vSphere Client

File Edit Wiew Inventory Administration Plug-ins  Help
|Q Home 1 & Solubions and Applications b Q Site Recovery b @ WIN-O9TEEMQEIGZ |w Search Inventary |Q|
E Configure Connection
[=3 Add Array Manager - 9.11.81.165
AT [ Status ™ e storage D000 Replication Adapter
@9.11.81.155(Lacal) deiEtah (]
9.11.81.166 —DSB000 System T -
58000 system conneckion parameters
First Management 1P Address | [5.11.108.23
Hostname:
Enter the First management IF Address | Hostname
Second Management IP Address |9.11.108.199
{ Hostriame: Enter the second management IP Address [ Hostname
Hame Filter: ITDMM,E
Leave empty for full discovery, Enter comma separated list of
volume name ar session id prefix For specific discovery.fex;
cnlun, 10,uslun), Mote: Use }, to represent comma in
name, (g oni, Lun, 10,0s}, Lun)
}-E] e Enter username for DSS000 system
[ vSphereReplication P g I***********l ger Administrator's Guide
@ Protection Groups Enter password for DSE000 system |
-
@ Recovery Plans — B =
Recent Tasks Help = Back | R I Sl | tus containg: v I Clear  *®
Marmne Targ - - - = | vCentet Server | Requested Start Ti.,, =
<« | i
99 Tasks @ Alarms | |License Period: 46 days remaining  [¥SPHERE. LOCAL A dmiristrator 4

Figure 37. IBM System DS8000 Adapter as SRA type

First Management IP Address/Hostname

Enter the IP address of the protected (primary) site DS8000 device’s
Hardware Management Console (HMC). For example,
192.168.15.3

The address can either be an IP address or a fully-qualified domain
name.

Second Management IP Address/Hostname

Enter the IP address of the recovery (secondary) site array’s HMC. For
example,

192.168.17.2

The address can either be an IP address or a fully-qualified domain
name.

Note: IBM DS8000 SRA works with only one of the HMCs (in dual HMC
environments).

Name Filter

Enter a comma-separated list of volume names or session ID prefixes
for a specific discovery (for example, cnLun,10,usLun). Leave the
parameter empty for full discovery.
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Note:
* Use \ to represent the comma in the volume name or session id. For example,

cnLun\10\usLun.
+ For more information, see [“Filtering volumes by name” on page 50

User name
Enter the user name that is configured for DS8000 device’s HMC.

Password
Enter the password for the DS8000 device’s HMC.

Note: The user name and password for protected and recovery site DS8000
device’s HMC must be the same.

9. Enter the connection information for the array.
10. Click Next. SRM discovers the DS8000 device at the specified IP address.

11. Click Finish.

(%) WINZKBIP135 - ¥Sphere Client MEE |
File Edt View Inventory Adwiristration Plug-ns Help
a8 |E§ Home b 41 Solutions and Applications b B3 Sie Recovery b () WIN2KEIR1IS ‘wSearchlnventory ‘Q|

F4 add Array Manager

Hams | Status | [Geting Gtartea| 7 Add Airray Manager - Site Recovery for 9.11.111.136

\ v [ 9101111135 (Local) |
[ mTi_t99 —add Array Manager
Summary
= [leani1aE3 -
Sike: olcces fdd Array Manager
Loaded SRE
S Eyray manager added successfully. =]
Array Mana
Sites
|4 Array Managers
1) Protection Groups
e elp zosck | Fmsh | concel |
A
Mame, Targel or Status contains: + [ Ckar %

Recent Tasks

Figure 38. Array Manager information
12. Select the remote site on the Inventory window and click Add Array
Manager.
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Figure 39. Add Array Manager Successfully

13. Enter the name for the remote DS8000 and click Next.

14. Enter the Array Manager information for the remote DS8000 on the Add
Array Manager window.

[= WINZKBIP135 - vSphere Client
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Figure 40. Array Manager information for the remote DS8000
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Note: The IP address is reversed to the peer site.

15. Click Next to confirm the successful addition of the Array Manager.
16. Click Finish.
17. Select the local array on the Inventory window and select the Array Pairs tab.

18. Click Enable in the Actions column to pair the local and remote sites together.
The device discovery and datastore computation process is initiated. If the
pairing is successful, the Status column shows Enabled. The discovered
devices information is available under the Devices tab. If new replicated
devices must be discovered, click Refresh.

Important: All DS8000-replicated volumes that participate in SRM and belong to
the same remote copy consistency group are shown under a single local
consistency group in SRM. To avoid data inconsistencies, when adding replicated
VDisks to the same VM or datastore, all VDisks used by a single VM or
application must be added to the same consistency group.

Filtering volumes by name

You can use the Name Filter parameter to provide replicated device filtering. By
default, the discoverDevices command returns the list of all replicated devices for
a pair of replicated storage arrays. This list can be long, so you might want to limit
the device discovery to the subset of devices that are managed by SRM.

Note: The following procedure includes steps and screen captures that apply when
using VMware vSphere Client. If you are using VMware vSphere Web Client,
similar steps are applicable.

DS8000 SRA defines one Name Filter parameter to specify a filter for device
discovery. The parameter can be used to limit the discovery to replicated volumes
or session IDs whose names begin with the specified string. The parameter filters
Metro Mirror remote copies by source or target volume names and filters Global
Mirror or Metro-Global Mirror remote copies by session IDs.

For full discovery, leave the parameter empty. The parameter can be a
comma-separated list of the prefix of the volume name or session ID for specific
discovery (Example: cnLun,10,usLun).
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Note:

Use \ to represent the comma in the volume name or session id.
For example, cnLun\10\usLun.

When SRA is set to Pre-Configured and the TPC-R option is enabled, check the
remote copy session IDs and volume names on the DS8000 storage before you
set up the Name Filter. It is suggested that you leave the Name Filter empty in
the TPC-R scenario.

Prefixes for session IDs are the same on both the protected (primary) and the
recovery (secondary) site. Session ID x can be set up as 0x if x is only one
character.

For Example: Session ID 9 can be set up as 09; Session ID E can be set up as OE.

Prefixes for the volume name can be different for each site, but the prefixes must
be paired on both sites.

For Example: The protected site volume name is pro_volumeA and on the
recovery site it is mapped to rec_volumeB. Then, in the Name Filter of the
protected site, enter prefix pro. On the recovery site, enter rec.

Configure the Name Filter parameter when you are adding an array manager to
the VMware Site Recovery Manager. See [Figure 41 on page 52|
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Figure 41. Configure Name Filter parameter

Related tasks:

[“Adding Array Manager to VMware Site Recovery Manager” on page 43
To add arrays to the VMware Site Recovery Manager, complete the following steps.

Running a Test procedure

Depending on the SRA configuration, it might be necessary to perform extra tasks
for the Test procedure to work.

Attention: If you encounter a failure during the Test procedure, check to see if
the remote copy status is the same as the original state. If NOT, manually restore
the remote copy status back to its original state after cleanup procedures.

For troubleshooting information, see [“Test failures” on page 56

Running the Test procedure on a preconfigured environment
The IBM DS8000 SRA completely automates the Test procedure.
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The preconfigured FlashCopy target volumes are resynchronized during the test
procedure.

Ensure that all of the steps that are outlined in|“Setting up preconfigured|
fenvironments for DS8000 Remote Copy for SRA” on page 18|are completed.

Running the Test procedure on a non-preconfigured
environment
The IBM DS8000 SRA completely automates the Test procedure.

During this procedure, the SRA creates SE FlashCopy target volumes if the SE
volume support feature is enabled and SE storage is defined on the storage array is
specified. If the recovery site DS8000 does not have SE support that is enabled, the
SRA creates fully-allocated volumes for test failover operations. The only
prerequisite that this procedure needs, from the SRA’s perspective, is enough free
capacity available in one of the extent pools to accommodate the FlashCopy target
volumes.

During the cleanup procedure, the FlashCopy relationships and FlashCopy target
volumes that are created during the test procedure are deleted.

Prerequisites for the SRA Test procedure

* Have enough free space available on the Extent Pool.

+ Complete all the steps that are outlined in [“Setting up non-preconfigured|
[environments for DS8000 Remote Copy for SRA” on page 20/

Running a Reprotect procedure
The IBM DS8000 SRA completely automates the Reprotect procedure.

Before you run the Reprotect action, refresh the Devices window of the SRM Array
Managers to ensure that no error messages occur.

During the Reprotect procedure, the Metro/Global Mirror/Metro-Global Mirror
direction changes from the original recovery (secondary) site to the original
protected (primary) site, and the mirroring action is resumed.

Note:

* Original protected volumes are detached from the host during the Reprotect
procedure for non-preconfigured scenarios.

* For Metro-Global Mirror, the initial direction is Site A (protected site) > Site B
(intermediate site) > Site C (recovery site). After the first reprotect procedure to
initial direction, the direction is changed to Global Mirror: Site C (protected site)
> Site A (recovery site). After the second Reprotect procedure, the direction will
be changed back to Metro-Global Mirror: Site A > Site B > Site C.

Prerequisites for the SRA reprotect procedure

* For non-preconfigured Global Mirror/Metro-Global Mirror, ensure that there is
enough free space available on the Extent Pool of the original remote copy
source volume.

* For preconfigured environments, complete all the steps that are outlined in
“Setting up preconfigured environments for DS8000 Remote Copy for SRA” onl

[page 18.|
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» For non-preconfigured environments, complete all the steps that are outlined in
“Setting up non-preconfigured environments for DS8000 Remote Copy for SRA”|

on page 20.|

Running a failover procedure
The IBM DS8000 SRA completely automates the failover procedure.

DS8000 SRA does a failover of the Metro/Global Mirror /Metro-Global Mirror
target volumes to the recovery (secondary) site during a failover operation. The
Metro/Global Mirror/Metro-Global Mirror target volumes are promoted to the
VMware ESX Server as production volumes.

During an SRA preconfigured failover procedure, the preconfigured FlashCopy is
resynchronized.

Prerequisites for the SRA Failover procedure

* For preconfigured environments, complete all the steps that are outlined in
“Setting up preconfigured environments for DS8000 Remote Copy for SRA” onl

page 18

* For non-preconfigured environments, complete all the steps that are outlined in
“Setting up non-preconfigured environments for DS8000 Remote Copy for SRA”|

on page 20.|
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Chapter 6. Troubleshooting

When an error occurs, check the status of the DS8000s, ESX servers, vCenter
servers, and SANSs.

DiscoverArrays failures
Verify the following items when you encounter failure during Array Manager
operations.

¢ Check that the IP address is correct and in the correct format. For example, the
format can resemble: 192.168.15.3

¢ Check that the user name and password are correct
* Check to see whether the DS8000s are paired

Example:

Symptom: Unable to update array manager. See

Surnmmary

Devices for Enabled Array Pairs

Local devices are shown here for each enabled array pair, Remate device information is only available when the remote site is connected.
Devices for Array Pair: IBM.2107-75H0301 - IBM.2107-75LH331 o Refresh

Local Array Manager: 28

Local Array: IEM.2107-75H0301

Remote Array Manager: 142

Remate Array: IBM, 2107-75LH331

Errors: &) Device '75H03012308" cannot be matched to a remate peer device

Local Device | Direction - | Remote Device Datastore Protection Group | Local Consistency Group |
‘l] 75HO03012308 ﬁ IBM.2107-75LH331-1094 |
[ 7sHO3012309 » 7ELH311095 10

() 75HOE01AG00 ﬁ F5LH3317890 ad

Figure 42. Unable to update array manager.

Possible root cause and solution: The IP address, user name, or password is
incorrect. Check and correct the IP address, user name, or password.

DiscoverDevices failures

Verify the following items when you encounter failure during Devices for Enabled
Array Pairs operation.

* Ensure that the Metro Mirror relationships’ status on the recovery (secondary)
site are “Target Full Duplex.”

* Ensure that Global Mirror relationships” “First Pass” status is “True” on the
protected (primary) site and consistency groups are forming at the set intervals.

e Ensure that no volume status items are in the SRA-STAUS file on both the
protected and the recovery site for initial state or after you restore a remote
mirror environment because of test failover, failover, or reprotect failure.
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* Ensure that the Name Filter configuration is paired on both the protected and
the recovery site.

Note:

» The SRA-STAUS file is in the SRA installation directory. For example, C:\Program
Files\VMware\VMware vCenter Site Recovery Manager\storage\sra\IBM
DS8000\11ib

¢ The content format of volume status’ item in the SRA-STAUS file:

[SourceVolumeld:]Target
VolumeId@CopyType[@SessionId]:VOLUMESTATUS=VolumeStatus[@SessionId]

Example:

Symptom: Device ‘xxx’ cannot be matched to a remote peer device.

Summary ' Array Pairs - BESUWCA Permissions

Devices for Enabled Array Pairs

Local devices are shown here For each enabled array pair, Remote device information is only available when the remote site is connected,
Devices for Array Pair: IBM.2107-T5H0301 - IBM.2107-75LH331 /= Refresh

Local Array Manager: 28

Local Array: IBM, 2107-75H0301

Remote Array Manager: 142

Remaote Array: IBM, 2107-75LH331

Errors: €9 Device '75HO3012308" cannot be matched to a remate peer device

Local Device | Direction < | Remake Device Datastore Protection Group | Local Consistency Group |
|0 75H03012308 [ IBM. 21 07-75LH331-1094 |
() 75HO5012300 Iﬁ 7ELH3311095 il

(@l 75HO301A590 " FELH3317550 ad

Figure 43. Device cannot be matched to a remote peer device warning

Possible root cause and solution:

e IP addresses are not correct. Check the IP addresses of DS8000 on both sites and
correct if wrong.

e The information that is recorded in the SRA-STAUS file is inconsistent with the
DS8000 remote copy status.

* Name Filter configuration is not paired on the protected and the recovery site.
Check the Name Filter configuration on both sites. Correct the configuration in
the Array Manager and refresh the devices.

Remove incorrect device information in the SRA-STAUS file and restore the remote
copy relationship on DS8000.

Test failures

Verify the following items when you encounter a failure during test operations:

e The user name and password for both the protected (primary) and the recovery
(secondary) site DS8000 device’s HMC are the same.

* Preconfigured /non-preconfigured is switched without rescanning SRA in SRM
on both the protected and the recovery site.

* Make sure that you do not use TSE as the Global Mirror target volumes.
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For environments that are not preconfigured, ensure that the following are checked
or corrected:

* DS8000 user privilege problem, “administrator” required.
* Not enough space in the extent pool.

* No preconfigured flash copies to remote-copy target volumes on the recovery
site.

For environments that are preconfigured, ensure that the following are checked or
corrected:

* Preconfigured FlashCopy were not created to remote-copy target volumes on the
recovery site.

* More than one preconfigured FlashCopy was created.
* The FlashCopy target volume is not mapped to the host.

* The FlashCopy target volumes that are mapped to the host are shown as
Mounted in Hosts and Clusters/Configuration/Storage/Devices.

Recovery failures

Verify the following items when you encounter problems during recovery
operations.

¢ The user name and password for both the protected (primary) and the recovery
(secondary) site DS8000 device’s HMC are the same.

* Preconfigured /non-preconfigured is switched without rescanning SRA in SRM
on both the protected and the recovery site.

For environments that are not preconfigured, ensure that the following items are
checked or corrected:

¢ DS8000 user privilege problem, "administrator” required.

* No preconfigured flash copies to remote-copy target volumes are on the
recovery site.

* Make sure that you do not use TSE as the Global Mirror target volumes.

 After disaster recovery, you must wait a few minutes and then refresh the
Devices in the SRM Array Managers on both sites. This step is necessary to
ensure that there is no error in place before reprotecting the plan.

For environments that are preconfigured, ensure that the following are checked or
corrected:

* Preconfigured FlashCopy is not created to remote-copy target volumes on the
recovery site.

* More than one preconfigured FlashCopy was created.
* Make sure that you do not use TSE as Global Mirror target volumes.
* Remote-copy target volume is not mapped to the recovery site.

“VMFS volume cannot be found” failures

Verify the following items when you encounter “VMEFS volume cannot be found”
failure during test or recovery operations.

* For environments that are preconfigured, ensure that the pre-created backup
target volumes are pre-mapped to the VMware ESX servers at the recovery site.
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* For environments that are not preconfigured, ensure that backup target volumes
are mapped to the VMware ESX servers successfully at the recovery (secondary)
site.

Example:

Symptom: VMEFES volume that is on recovered devices “xxx” and expected to be
auto-mounted during HBA rescan cannot be found. shows an example
error message of a VMFS volume that is on the recovered devices and expected to
be auto-mounted during HBA rescan, but cannot be found.

Recovery Steps &

Test Cleanup Recovery Reprotsct Cancsl
Incomplete Recovery
Incomplete Recovery
The recervery operation sncountsred srrors, Flease revisw the plan histary ko view ariy srars of warmings, Once the cause of the errors has been Fixed, you msy press Recavery again, Yirtusl machines that haws slready been succasshully recovered will ot = |
be affected by running the recovery again.
El
[# EdtPlan  [FExportSteps  [FLAddStep  [FEdiStep [l Delstestep (S Add Non-Critical WM Viewn: W
Recovery Step | Status | Step Started [ste..|
» [§3 1. Pre-synchronize Storage Success 2(17/2013 6146114, 2/1...
> (5 2. Shutdawn YMs ot Protacted Sits Surcess 2(17/2013 6:46:42... 21...
(5 3. Resume WMs Suspended by Frevious Recovery
[ 4. Restore hosts from standby Surcess 2(17/2013 6:47:07... 21...
» kgl 5. Prepars Protected Sits Y for Migration Surcess 2(17(2013 6:47:07... 2L...
» (£ 6. Synchranize Storage Success 2(17/2013 6:47:33... 2/L...
(5 7. Suspend Non-critical WMs at Recovery Site
v kg # Change Recovery Site Starage ko Writeable Error: Failed to recover datastore 'S40F. ¥MFS wolume residing on recovered devices "IBM.2107-75H0301-230F" and expected to ... 2{17/2013 6:48:02... 2/1...
8.1, Protection Group mmgm Error: Failed to recover datastore 'S40F. ¥MFS wolume residing on recovered devices "[BM.2107-75H0301-230F" and expected to ... 2{17/2013 6:48:02... 2/1...
W& 9, Power On Friority 1 ¥Ms
% 10, Power On Priority 2 WMs
v % 11, Power On Friority 3 WMs Error: Faled to recover datastore ‘2508', WMFS volume residing on recovered devices "I6M.2107-75H0301-2506" and expected to .. 2/17/2013 65131 2/1.|
» @ 11.1.2508 Error: Failed to recover datastore ‘2508, WMFS wolume residing on recovered devices "IBM.2107-75H0301-2506" and expected to .. 2{17/2013 6:51:31... 2/1...
» (@ 11.2. mm_840e Errar: Failed to recover datastore 'mm_840', YMFS volume residing on recovered devices "IBM.2107-75H0301-230E" and expecte..  2/17(2013 6:51:3L.. 21, —
» @ 11.3. mm_840f Error: Failed to recover datastore 'S40F. WMFS wolume residing on recovered devices "IEM.2107-75H0301-230F" and expected to ... 2{17/2013 &:51:31... 2/...
» (31142504 Error: Failed to recover datastore 'gm_nonpre_S604'. YMFS volume residing on recovered devices "IBM.2107-75HO0301-2504" and ... 2(17/2013 &:51:31... 2/1... &
Ao L
x

Name, Target or Status cantains: = Clear

Figure 44. Incomplete Recovery

Possible causes and solutions:

* The backup target volumes are not mapped to the VMware ESX servers.

— For environments that are preconfigured, check whether pre-created backup
target volumes are pre-mapped to the VMware ESX servers at the recovery
site.

— For environments that are not preconfigured, check and correct host
connections of the recovery site DS8000.

* Some extra time is required to be auto-mounted. Increase the value of parameter
WaitExtraSeconds in Windows Registry HKEY_LOCAL_MACHINE\SOFTWARE\
Wow6432Node\IBM Corporation\IBM DS8000 Storage Replication Adapter. This
parameter makes DS8000 SRA wait extra time before it responds to SRM.

Note: You might also need to increase the storage.commandTimeout value of
VMware SRM appropriately.

Reprotect failures

Verify the following items when you encounter failure during Reprotect operations:

¢ The user name and password for both the protected (primary) and the recovery
(secondary) site DS8000 device’s HMC are the same.
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¢ Preconfigured /non-preconfigured is switched without rescanning SRA in SRM
on both the protected and the recovery site.

For environments that are not preconfigured, ensure that the following are checked
or corrected:

* For Global Mirror/Metro-Global Mirror, not enough space is in the extent pool
of the original remote-copy source volume to create Global Mirror FlashCopy:.

e For Global Mirror/Metro-Global Mirror, make sure that no session or Global
Mirror exists on the LSS of the original remote mirror target volume for the
initial state.

¢ For Metro-Global Mirror, make sure that no session or Global Mirror exists on
the LSS of the original Metro Mirror source volume for the initial state.

For environments that are preconfigured, ensure that the following are checked or
corrected:

* For Global Mirror/Metro-Global Mirror, make sure that no session or Global
Mirror exists on the LSS of the remote mirror target volume for the initial state.

¢ For Metro-Global Mirror, make sure that no session or Global Mirror exists on
the LSS of the original Metro Mirror source volume for the initial state.

Managing SRM procedures

Verify the following items when you encounter failure during SRM procedures.

1. Refresh the devices in the SRM array managers. If there are no errors, go to
step E)l

2. Check all the previously related SRA-STATUS volume status’ items in the SRA
installation directory. For example, C:\Program Files\VMware\VMware vCenter
Site Recovery Manager\storage\sra\IBM DS8000\1ib

Note: The following example output shows the content format of the volume
status item in the SRA-STAUS file:

[SourceVolumeld:]Target VolumeId@CopyType
[@SessionId]:VOLUMESTATUS=VolumeStatus[@SessionlId]

3. Refresh the devices in the SRM array managers to ensure that there are no
errors.

Troubleshooting remote copies with the SRA Check Tool

You can troubleshoot problems with remote copies from within the configuration
utility tool.

About this task

The SRA Check Tool reviews every remote copy that is included in the most recent
SRM operation.

Procedure

1. Open the configuration utility tool by clicking the IBMSVCSRAUti1.exe shortcut
on the desktop.

2. Click Check.
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3. Enter a user name and password for the local and the peer array.

: [omrmme T
User Name: |admin_33 P: d | [v] Troubleshooting

[

Figure 45. The SRA Check Tool Troubleshooting setting

4. Select Troubleshooting from the SRA Check Tool menu and click Check.
5. When the utility finishes, click Close.
6. Enter a file name and click Save.

Results

The log file is saved to the hard drive where it can be retrieved for troubleshooting
help.

Managing datastores and consistency groups

Follow these guidelines while you are working with datastores and consistency
groups:
* The datastores of one VM should be in the same consistency group.

e The datastore of the VM and the raw disk in the VM should be in the same
consistency group.

* You must have administrator privileges to install the SRM.

* Set appropriate timeout and rescan values in the SRM for recovery of many
VMs.

Collect log files

If the problem cannot be resolved by following any of the troubleshooting tips,
collect the SRM log files and contact IBM support.
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See ["Getting information, help, and service” on page viii)
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Notices

These legal notices pertain to IBM Storage Host Software Solutions product
documentation.

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte character set (DBCS) information,
contact the IBM Intellectual Property Department in your country or send
inquiries, in writing, to:

Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan Ltd.

1623-14, Shimotsuruma, Yamato-shi
Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.
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Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation

Attn:  Office of Legal Counsel
650 Harry Road

San Jose, CA 95120-6099
U.S.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

Trademarks

This section describes trademark information.
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IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of the
International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies.
A current list of IBM trademarks is available on the Copyright and trademark
information website at:

|http: //www.ibm.com/legal /us/en/ copytrade.shtml|

VMware, the VMware logo, ESX, ESXi, vSphere, vCenter, and vCenter Site
Recovery Manager are trademarks or registered trademarks of VMware
Corporation in the United States, other countries, or both.

Microsoft, Windows Server, Windows, and the Windows logo are trademarks or
registered trademarks of Microsoft Corporation in the United States, other

countries, or both.

Other product and service names might be trademarks of IBM or other companies.
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