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EKM 2.1 Version Contents:

Summary of enhancements for EKM 2.1

· Default symmetric key/keygroup for LTO 4 tape drive 

· Key Groups/balance symmetric key use 

· EKM as daemon or Windows Service with new CLI client 

· Obfuscation of keystore passwords in EKM properties file 

· Restrict wrapping symmetric keys with keys from expired certificates 
· Allow SSL to be used between proxy/library and the EKM

· Allow use of Subject Key Identifier to identify default keys used to wrap symmetric keys 
This release of the EKM resolves the following issues:
Wrong encoding of KeyGroups.xml file for z/OS environments.  

Key requests made to EKM 2.1 running on i5 using IBMi5OSKeystore fails with a message stating “getCreationDate is not supported in the IBMi5OSKeyStore”.

Resolves problem causing “Fatal Error¨ :-1:-1: Premature end of file.” to appear in the native_stderr.log.

Correct alias is now specified in the audit log when EKM cannot find a specified key for a read request from an LTO 4 drive.

Alias served by EKM for a read request for LTO 4 drives are now logged in the audit log.

Additional information available in the audit log when the tape keystore fails to load.

Volume serial number is now being logged for all failed requests.

Key requests for reads and writes are now identified in the EKM audit log.
APAR IZ20781:   NegativeArraySizeException at EKM startup with keystore passwords greater than 128 characters. The passwords now must be less than 128 characters.
APAR IZ20686:  Sync command fails via command line option using –config parameter

APAR IZ24731:  Resolved problem causing infinite loop conditions on z/OS environments 
APAR IZ24017: EKMDataParser unable to find keys/certificates with spaces in their names
APAR IZ33291 Readme file changes for WIN64 bit – LaunchEKMService runs 32bit JVM, cannot load 64bit JVM.

APAR IZ35015 PKCS11 Keys not added to available list if they are sensitive.
APAR IZ35366 EKM sometimes terminates with a RC -1, -2 or -3 with no additional detail to resolve the problem.     

APAR IZ34987 EKM Keystore password: Exc in smudging. ( error when password not in config file)
Build Level: 2.1-20090325 resolves the following problems:

Defect 106441 Disable the CLI on z/OS

Defect 106355 EE0F on write req with drive.default.alias2 = <empty string>

Defect 106154 EKM serves keys for writes with aliases that violate name rules

Defect 106288 EKM not closing socket on timeout with no data from client

APAR IZ42448 OUTCOME= RESULT=SUCCESSFUL RESOURCE= NAME=PROCESS MESSAGE FAILED;TYPE=FILE MESSAGE CAUSES CONFUSION

APAR IZ40332 DOC: EKM FAILED WITH 4095 -1 DUE TO FULL FILE SYSTEM SPACE
APAR IZ43090 DOC: EKM IPUG MINIMUM SOFTWARE REQUIREMENTS ARE INCORRECT

APAR IZ42229 DOC: LTO DRIVES NOT SUPPORTED - MESSAGE DOCUMENTATION IMPROVEMENTS

APAR IZ38304 DOC: JAVAX.CRYPTO.BADPADDINGEXCEPTION: GIVEN FINAL BLOCK NOT PROPERLY

APAR IZ46792 DOC: ERROR FOUND IN PAGE 96 OF EKM IPUG - SECTION TITLED "CHANGING KEYSTORE PASSWORDS" IN CHAPTER 3.
Build Level: 2.1-20090825 resolves the following problems:

APAR IZ48582 - DOC:  EKM IPUG Chapter 4 - first paragraph, does not apply to z/OS.

APAR IZ54341 - DOC:  Updates to the EKM publications to clarify setting up RACF keyrings for use with EKM and the EKM sync function

APAR IZ53977 - KEY ALIASES THAT ARE 21 CHARACTERS LONG CAN CAUSE EE31
APAR OA28879 - EKM did not reestablish port listen after TCPIP recycle

Build Level: 2.1-20091123 resolves the following problems:

APAR IZ62548 - Defect 108147 PKCS11 Keys not added to available list if they are     sensitive
APAR IZ62556 - Defect 108420 EKM error msg not detailed enough if incompat w/ zoscompat flag

