TSSC/IMC v9.3.x Fix List

TSSC/IMC code level 9.3.8 replaces previous code levels 9.2.11,9.2.14 and 9.2.16.

Since TSSC/IMC may get updated from 7.x, 8.x or 9.x level of code, please review not only the 9.3.8 specific changes and
improvements, yet also those already provided in prior code level as needed.

Changes introduced with TSSC/IMC v9.3.8 (June 2022)

Updated Linuxkernel
Updated Java JRE8.0.6.35
Service specificchanges:
o Added start/stop buttonfor AOSand remote support centerto main TSSC web page

Quick Functions

Stop ADS Start RSC

Improve reportingforlatestavailable code level ready foractivate inWeb UI
Added checkto only proceed with TSSC code activate if enough free spaceis available
Fixedissue where serial port connectiondidn'twork properly
Added ability for future TSSC patches to correctly reportif eg. reboot is required
Fixedissue where Blue Diamond FTPS upload configscreen was shifted off screen
CallHome related changes:

o Reducedretryintervalwhen CallHomeisinlocked state to preventlog wrap

o Improvedreportingforsystems where Call Home fails due to entitlement checking
Code Loadrelated changes:

o Fixedissue where call home proxy configuration may get lost duringcode updates
Securityrelated changes:

o Addressed potential 'Polkit' vulnerability
Note: This fixwas previously provided via TSSC patch
Addressed potential 'Spring4Shell' vulnerability
Fixedissue where tryingto test or enable LDAP policy caused browsertabto close
Fixedissue where failed logins were not properly reported in RSYSLOG
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o Fixedissue where LDAP passwordwas not properly concealed
Note: This fixwas previously provided via TSSC patch
o Fixedissue where HMAC-SHAZLis notremoved from SSH cipherlistwhen SHA1 is disabled

Additional changes previously introduced with TSSC/IMC v9.2.14 (November 2021) and v9.2.16 (February 2022)

e CallHomerelated changes:
o Updatedembedded ECCcommonclienttolatestversion
o Added supportforvalid ASCIIcharactersinclientemailaddress
Note: Reference of supported characters: https://en.wikipedia.org/wiki/Email_address

o Cognitive Support Platform (CSP):
= Modified Retain/PMRreferencesin TSSC/IMC userinterface toreport CSP instead
= Added supportforproper CSP case numberto be reportedin callhome log
= Added support for CSP case numberincallhome filename
= Added supportforclient business name field to contain space/blank characterto support multiple strings to more easily

match CSP profile information
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o Fixedseveralissuesrelatedtostreamingcallhome
o Fixedissue where callhome data package contained data IDwith unexpected format
o Improvedpropermaintenance of call home settings across code loads
e FixAcquisitionrelated changes:
o Added FixAcquisition page into 'wizard'for TS7700 First Time Install
o Removedobsolete 'Download TS7700 Code' option
o Added ability toacquire TSSC/IMC patches through Fix Acquisition


https://en.wikipedia.org/wiki/Email_address

o CleanedupFixAcquisitionwebpage

General Setuings Available Updates i
Fex Acquisition Function: | Find Updates ~| )
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o Added ability toautomatically download latest or recommended MksSysB through Fix Acquisition

Auto download Mksysh image [Auiu-dumlu:ded Mksysh le'wlsl
g I;R..:t:st The " Auto-downloaded Mksysb levels” list indicates levels that have
already been dovwnloaded and wall not be downloaded agam. Removing
| Apply Auto Download Settings | files from this list will not delete any images from the hard drive, but
may result in the images being downloaded again depending on vour
auto-download settings.
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o Added ability todownload select vtd_execforspecificcode level through Fix Acquisition
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Fixedissue where vtd_exec downloaded through Fix Acquisition were not verified by MD5 checksum
Added "Fix Acquisition Directory" as source for TSSC patchinstall

o

Remote Code Broadcast Dirive Code Broadeast Manage IBM Enowledge Center TSSC Exec

Add TSSC patch to TSSC

Thas page allows vou to add a TSSC patch to the TSSC

Select the locaton of the TSSC patch and chek Add Patch when ready.

Please wait for the page to display the results after clicking Add Patch

Note: When using the Home Durectory option, make sure that all amg files in your directory belong to vou

O CD-ROM

2 USH Device

O AOS Transfer Directory
) Home Dhrectory

® Frx Acquisiion Directory

Add Patch

o Updated-callhome configurationto utilizesecure download for Fix Acquisition
Service specificchanges:
o Fixedissue where window manager (login GUI) fails to start on Dell 7060 withv9.2.11
Note: This fixwas previously provided via TSSC/IMC patchforv9.2.11

o Added supportforadditional AOS broker
Note: This fixwas previously provided via TSSC/IMC patch forv9.2.11and below

Fixedissue where tunnelto attached systemdidn't use port 9088 as intended
Added supportto allow settingflexible screen resolution
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TS4500 related changes:
o Improvedhandlingof LCC assigned DHCP address required for IMC to startin kiosk mode

Remote Access related changes:
o Fixedissuewhere AOSidle timeoutdidn't handle newlyadded AOS broker IP addresses/hostnames

Securityrelated changes:



o Fixed/improvedseveralshortcomings as a result of AppScananalysis

o ChangedFirewall pagetoreport AOTMas opposedto Grid,and bond0/ bond0:1in case of same subnet configuration
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o Added abilityto "Recreate Default Certificate" to regenerateone with new expiration date

TS5C WeblUT Certafscate

*Upload Certificate File
Private Key File: | Browse... | No file selected.
S5L Cernficate File: | Browse... | No file selected.

Lz

SSL Cemficate Chain File (Optional); | Browse... | No file selected.

Pass Phrase Venfy Pass Phrase

*Recreate Default Cernificate (Update expiration date)
Recreate Default Certificate
*Installed Certificate:

_Ali:sll Issued To " Fingerprint (SHA Digest)

Expiration

issuer= C=--/3T=SomeState L=SomeCity/'O=SomeOrganization SHAIL

OU=5omeOrganizational Unit CN=bldx 'email Address=root @ bldx? Fingerprint=02F 159 T0.ED:30:F3 F6:87:80:8C:00,65:6C 59:A3:FD:3T:15:72

notAfter=0ct 19
08:41:48 2022 GMT

Uninstall | (Eeturn to Default State)

o Fixedissue where LDAP acceptedan expired LDAP server certificate
o RemovedLog4jvl toremove any potential future exposure

Note: ~50 Github Issues have been addressed in 9.3.8

Changes introduced with TSSC/IMC v9.3.10 (August 2022)

e Addsupportfor new TS7770 machine type/model 3948-VED and 3948-CSB
e Service specificchanges:

o Fixedissue where restore of TSSC configuration backup fromattached host fails due to serial number check
o Improvedcallhome data offload where data packagessent using'offloadpkg' can have a filenameincluding parenthesis

o Fixedissue where blanksinclientname were not properly maintained across code loads
Note: This fixwas previously provided via TSSC patch

o Fixedissue wheretape drive code broadcasttoattached TS7700didn't work due to improperly grayed out broadcast button

Note: This fixwas previously provided via TSSC patch




Improvedverbiage invarious interfaces replacing'Knowledge Center' with 'IBM Documents'
Improvedverbiage invarious interfaces replacing'RETAIN' with 'CSP"
Fixedissue where improper TSSC IP address was reported in main web page section 'System Console Product Information’
Fixedissue where TSSCWeb UI got intoa hang condition when tryingtoimport IBM service documentation
Added support forimporting PDF documentation via 'Copy CDto Console'function
Fixedissue where Fix Acquisition could failwhen ECCis configured to use client proxy with authentication
Improvedusability for grayed out 'Start RSC' by showingflyover help

o Fixedissuewherefilesystem'updatepkg'beingfull could prevent TSSC login
e Securityrelatedchanges:

o Add supportfor SNMP V3 to sendencryptedtraps

o Improvedloghandlingand messagingforRSYSLOG

o Fixedissue where LDAP couldfailwhen password contains special character

o Fixedissue where LDAP password was truncated to maxlength of 16 character
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Note: ~25 Github Issues have been addressed in 9.3.10

Changes introduced with TSSC/IMC v9.3.11 (November 2022)

e TS4500/IMC specificchanges:
o Added ability to perform manualand scheduled TS4500 configuration backup

Backup Console Configuration Data Restore Console Configuration Data Backup/Restore Library Configuration Data

Succeeded
Backup Libarary Configuration
Backup All Libraries Configuration
Enter the desired backup schedule.

O Not scheduled O Daily @ Weekly O Monthly

Enter maxamum number of backup files for each libarary to keep.

Max backup files| 10 + || Save Backup Configuration
Restore Library Configuration Files

|Machine Serial]| Timestamp || TP Address [[Machine Type| Filename

TSAAI0S  [|2022/11/04 22:10:53](172.31.1.170| TS4500 TS4500_AAL105_1.9.0.0-B00.00_SAVECONF_20221104221053.dbz
TEAA105 21 ‘[}" 31.1 ]"'[?_‘ T54500 TS4500_AA105_1.9.0.0-B00.00_SAVECONF_202211042 |
Ol 78AA105 202211104 22:08:50]172.31.1.170]|_ T54500 || TS#500_AA105_1.9.0.0-B00.00_SAVECONF_20221104 bz
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e Servicespecificchanges:



o Added ability to select BANKO/BANK1 boot selectionin 'rsRasMenu'

o UpdatedFirst Time Install wizardto match TS7700 roadmap documentation

o Embeddedlatest TSSC/IMC service documentation

e Remote Accessrelated changes:

o Added support forthird AOS broker

Hostname IP Address Port Description

aosrelayl.us.ihost.com 72.15.223.60 443 US AOS Broker®
aosback.us.ihost.com 72.15.223.61 443 US AOS Brokert
aoshats.us.ihost.com 72.15.223.62 443 US AOS Broker®

Table 4 - ADOS 4.0 Port Information

o Updated'remote support center'configuration with new front serverdefault values

[Hostname

IP Address

Port

Description

xrsc-front-srv-1.southdata.ibm.com®

170.225.126.11

22,443Y

remote support center front server

xrsc-front-srv-2.southdata.ibm.com®

170.225.126.12

22,443%

remote supportcenter frontserver

xrsc-front-srv-3.eastdata.ibm.com®

170.225.127.11

22,443%Y

remote support center front server

xrsc-front-srv-4.eastdata.ibm.com?

170.225.127.12

22,443Y

remote support center front server

o Modified'remote support center' configurationtorestart runningservice after TSSC/IMC reboot

e CallHomerelatedchanges:

o FixedshortcomingsinstreamingCallHome implementation

Note: streaming CallHome should only be enabled startingwith this level of code
Improved log details for Call Home failures when backend serveris unavailable
Added support for problem cases to be openedin CallHome Connect Cloud vs CSP

Note: This change applies onlyto MENA and LA countries

Note: ~10 Github Issues have been addressed in 9.3.11




