APAR: 1795178

Symptom: The documentation reference of ITIM 5.1 contains the documentation of account
restore properties. Here the property "account.restore.password.suppress" is wrongly
documented.

Note: In ITIM 5.1 “account.restore.password.suppress” property is no longer considered
while restoring an account. In ITIM 5.1 the password is always suppressed while restoring
the account unless this is required. It was decided that this property is no longer relevant
with the new UI design and the password is only changed for the accounts that require a
new password.

During an account restore, the password is changed for only those accounts which require a
new password, which can be set on the service profile level through the following profile
property:

com.ibm.itim.remoteservices.ResourceProperties.
PASSWORD_NOT_REQUIRED_ON_RESTORE=false.

For ITIM Service, the following property has been introduced in
$ITIM_HOME/data/enRole.properties file to specify whether password is required for ITIM
Account on restore. If this property is not there then the default value is taken as false.

password.required.itimaccount.restore=true

Behavior if password synchronization is enabled

If ITIM password synchronization is enabled and there is an ersynchpassword attribute on in
the requestee's person object, ITIM will use ersynchpassword for any accounts which
require a password on restore. If ersynchpassword is not present on the requestee's person
object, ITIM will prompt for a password as needed and will save that password as the new
ersynchpassword.

For the condition where there is a password history rule which disallows re-use of the
previous password, a new property has been introduced in
$ITIM_HOME/data/enRole.properties file to override password validation on account restore
(set to false by default)

account.restore.skip.password.validation=false

Behavior if password synchronization is not enabled
If ITIM password synchronization is not enabled, ITIM will prompt for a password for
accounts that require a password change on restore.

These rules also govern behavior during a person restore with accounts.



